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1. BBEAEHHUE

Axuponeproe o6mectBo «AJIMAJIBIKCKUI TOPHO-METAJUTYPTUYECKUN
KOMBUHAT» (nanee - KomOuHat) sBAsieTCs] OJHUM M3 KPYMHEHIINX MPOMBIILIEHHBIX
NpeAnpusATUd U QuiarMaHoM IBeTHOW MeTaimypruu PecnyOonuku Y36ekucran. Beenen B
ctpoit B 1949 rony.

Ceroguss  AO  «Anmansikckuit I'MK»  mpencraBnser  coboil  CIOXKHBIM
IPOMBINIUICHHBIM KOMIUIEKC IO J00BIUe W TiepepaboTKe pya OJaropoJHBIX MU IIBETHBIX
METAJUIOB, COCTOSIIMN U3 46 CTPYKTYPHBIX IIOAPA3ACIICHHUM, BKIIOYas IIECTh PYAHUKOB,
IATh O00OTaTUTEIBHBIX KOMIUICKCOB, TPH METAJUTYPIHYECKUX 3aBoja, AHTPEHCKHUU
TpyOHBIN 3aBoa, Jku3akckuit m IllepabGanckuii IIeMEHTHBIE 3aBOJBI, COOCTBEHHYIO
TPAaHCIOPTHYIO HUHPPACTPYKTYpPy, a TakKe BCIOMOTaTEIbHOE TMPOU3BOJICTBO U
MPEANPUITUS COIIKYIBTOBITA.

Kommneke Mep no undopmanumonnoit 6ezonacHoctu (Ub) 3ammimaer nnpopmanuio
(TaHHBIE) OT IIMPOKOTO CIIEKTpa Yrpo3 C MeNbl0 O00ecrneyYeHus: HENpPEephIBHOCTH H
HAJAEKHOCTH paboThl HMH(OPMAIMOHHBIX CHCTEM W PECypCOB, TPOTHO3UPOBAHHS U
NPEAOTBPAIICHUS BO3JCHCTBUS YTpO3, MOAACPKAHUS JIETOBOW PEryTallld U COOTIOICHHS
TpeOOBaHUI 3aKOHOAATENHCTBA.

Wb paccmarpuBaeT HHPOPMALIUIO C TO3HINN KOH(UIEHINATBHOCTH, IIEOCTHOCTH U
JOCTYITHOCTH, AOCTUTACTCS MyTEM BHEAPCHHUS IPHEMIIEMOI0 Habopa MEp MU MEXaHHU3MOB,
KOTOPBIH MOXET BKIIOYaTh IOJUTHKH, MPAKTHUKH, MPOLEAYpPhl W OPraHU3aIMOHHBIC
CTPYKTYpbI. Bce 3TH Mepbl HEOOXOAUMBI JUTS TOCTH)KEHHST KOHKPETHBIX 3a/71a4 B 00J1aCcTH
obecneuyenus Ub.

[Tomutuka  wHbopmammoHHoit  OezomacHoct ~ KomOmHara  mo  3amure
WHPOPMAIIMOHHBIX ~ CHCTEM W PECYpCOB, CIYXHT OCHOBOW Ui  TPUHSATHUS
COOTBETCTBYIOIIMX JOKYMEHTOB II0 YIPAaBICHUIO O€30MacHOCThI0 W MpPEaIojaraer
MOCTPOEHHE CUCTEMBI YIIpaBieHHs] HHPOPMAIIMOHHON O€30MacHOCTH.

Hacrosmas Ilomntuka cormacoBana ¢ MUHUCTEPCTBOM 10 Pa3BUTHUIO
MH(POPMAIIMOHHBIX TEXHOJIOTUH U KOMMYHHKauil PecnyOonuku Y36ekucran (mucbmo Ne
27-8/3766 ot «03» wurona 2020 roma) u CayxOol rocygapcTBEHHOM 0€30MacHOCTU
Pecniy6nuku Y36ekucran (mucbMo Ne 13/1069 ot «28» okTsa6ps 2020 rozga).



2. HOPMATUBHBIE CCBIJIKH

[Tomutuka Wb KomOunata pa3paboTaHa B COOTBETCTBUM C HUIKECIEIYIOUUMHU
HOPMAaTUBHBIMU JOKYMEHTaMH 10 OOecHneYeHH0 HH()OPMAIMOHHON 0e301acHOCTH
Pecniybnuku Y30ekucraH:

3akon PecnyOommku VY306ekuctan ot 11 gekabps 2003 roma Ne 560-II «O6
uH(pOpMaTU3ALUNY;

3akon Pecnyomuku VY30ekuctan oT 11 gekabps 2003 roma Ne 562-I1 «O6
ANEKTPOHHOU U(PPOBOM MOATHCHY;

3akoHn PecnybOmukm VY30ekucran ot 29 anpens 2004 roma Ne 611-I1
«O0 AIEKTPOHHOM JTOKYMEHTOO00POTEY;

3akon PecnyOmukm VY3b6exkuctan ot 11 cenrsOps 2014 rtoma Ne 374 «O
KOMMEPYECKOUN TalHE»;

3akon PecnyOnuku Y3b6ekuctan ot 9 nexkadbps 2015 roga Ne 395 «O6 snexkTpoHHOM
MIPaBUTEILCTBEY;

3akon PecnyOomuku VY30ekuctan Ne 3PV-547 or 2 wmrons 2019 roma «O
MEPCOHATIBLHBIX JAHHBIXY;

[TocranoBnenue Kabunera MunucTpoB PecniyGnuku VY306ekucran
ot 26 mapta 1999 roga Ne 137 «O6 yrBepxkaenuu [1onokeHHsI 0 TOPSIKE MOATOTOBKU U
pacnpocTpaHeHus WHGOPMAIMOHHBIX pecypcoB PecnyOmuku VY30ekuctan Ha ceTu
nepeavn TaHHbIX, BKItoUast IHTepHeTY;

[TocTanoBneHue Kabunera MuHucTpoB PecnyGnuku VY30ekucran
ot 22 Hos6psa 2005 rona Ne 256 «O coBeplIeHCTBOBaHHMM HOPMAaTHBHO-IIPABOBOM 0a3bl B
chepe undopmMaTHU3aIunN»;

[TocranoBnenue Ilpesunenra Pecriyonuku Y36ekuctan ot 3 ampenst 2007 roma Ne
[1I1-614 «O wmepax mno opraHu3aluyd KpUnTorpapuyeckoil 3amuTbl HHPOpMALUU B
Pecnybnuke Y36ekuctan»;

[TocTanoBneHue Kabunera MuHucTpoB Pecny6nuku Y30ekucran
ot 21 Hosi0ps 2007 roma Ne 242 «O6 yrtBepxknaenun IlonokeHus o JIHMLEH3UPOBAHUU
JeSITEILHOCTH 110 MPOEKTUPOBAHUIO, pa3padoTKe, MPOU3BOJICTBY, pealu3aliy, PEMOHTY U
MCIOJIb30BAHMIO CPEJICTB KPUNITOrpapUUeCKOM 3aIUThl HHPOPMAILIUNY;

[TocranoBnenue Kabunera MunucTpoB PecniyOnuku VY36ekucran
or 4 mas 2011 roga Ne 126 «O Mepax mO BHEAPEHUIO M HUCIHOJB30BAHUIO E€AUMHOU
3aIUMIIEHHON DJIEKTPOHHOW TOYTHI M CHCTEMBI 3JIEKTPOHHOTO JIOKYMEHTOO0OOpOTa B
UCmoNHUTENbHOM anmapare KaOuneta MuHHCTpPOB, oOpraHax TOCYIapCTBEHHOTO U
XO3SIUCTBEHHOTO YIIPABJICHHUSI, TOCYAAPCTBEHHON BIACTH HAa MECTaX»;

[ToctanoBnenue [Ipesuaenta Peciyonuku Y36ekucran ot 8 utons 2011 roma Ne I111-
1572 «O [OTMOTHUTENBHBIX MeEpax M0 3allUTe HAIMOHAIBHBIX WH(HOPMAIMOHHBIX
pecypcoBy;

[TocranoBnenue Kabunera MunucTpoB PecniyOnuku VY36ekucran
or 14 wurons 2013 roma Ne 170 «O JOMONHUTENBHBIX MeEpax M0 JaJbHEHIIEMY
COBEPUICHCTBOBAHUIO CUCTEMBI aTTECTAIIUN O0BEKTOB MH(POPMATU3AIINI;



[Topyuenne Ilpembep-munuctpa PecnyOmuku V3o6exkucran Ne 08/1-438 ot
19.07.2013 roma (JACII 101/1);

[TocranoBnenue Kabunera MunucTpOB PecniyOnuku VY30ekucran
ot 16 oxTsa0ps 2015 roma Ne295 «O6 yrBepxkaenun [lonoxeHust o mopsigke opranuszanuu
u obOecneyeHuss Oe3omacHOCTH KOHpuACHIMAIbHONM WHpoOpMamuu Ha 00BEKTax
uH(popmaruzanuu Pecnyonuku Y30ekucrany;

[ToctanoBnenue [Ipesuaenta Peciyonuku Y306ekuctan ot 21 HosiO6ps 2018 roma Ne
[111-4024 «O Mepax 1O COBEPIICHCTBOBAHHIO CHUCTEMBI KOHTPOJIS 3a BHEIPEHHUEM
MH()OPMALIMOHHBIX TEXHOJOTUN U KOMMYHHUKAIIMI, OPraHU3alUK UX 3aIlUThI»;

[ToctanoBnenue [Ipesnaenta Pecniyommku Y30ekucran ot 14 centsops 2019 roma Ne
[111-4452 «O nONMOJHUTENBHBIX MEpax IO COBEPIICHCTBOBAHUIO CHUCTEMBI KOHTPOJIA 3a
BHEJIpEHHEM HWH(OOPMALMOHHBIX TEXHOJOTHMM W KOMMYHHUKAIIMM, OpraHu3aluud HX
3aIUTHDY;

Oz DSt 1204:2009 «Mudopmanmronnas texunosnorusi. Kpunrorpadguueckas zammura
uHpopmanuu. TpeOoBaHUs 6€30MAaCHOCTU K KPUNITOTpahUUECKUM MOYIIIM;

O‘z DSt ISO/IEC 27005:2013 «WuHpopmanmoHHass TEXHOJOTHSA. MeTosl
oOecrnieyeHust 0€30MMacCHOCTH. YIIpaBieHHe pUCKaMU HH(DOPMAIIMOHHON O€30MaCHOCTHY;

O‘z DSt ISO/IEC 27000:2014 «WuapopmanmoHHass TEXHOJOTHSA. MeTOsI
obecrieyenust 6e3omacHocTU. CHCTEMbl yHpaBlieHUs HH(POPMAIMOHHONW 0e30I1acHOCTHIO.
O0630p u cioBapbY;

O‘zDSt ISO/IEC 27011:2014 «UWudopmarnonHass TexHOJIOTUA. MeTomabl
oOecrnieyeHust 6e3onacHOCTH. PykoBojsiue ykazaHus MO YIPaBJICHUIO HH(POPMAMOHHON
0€30MaCHOCTHIO B OPraHU3ALMIX TEIEKOMMYHHUKAIHI;

O‘zDSt 2814:2014 «MudopmanmoHHasi TEXHOJOTHS. ABTOMATH3UPOBAHHBIE
cuctembl. Knaccudukanus mno YpOBHIO 3alIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOIO
noctyna K nHGOpMaIumy;

O‘zDSt 2815:2014 «UudopmarmionHas TexHoJIOTHs. MeXceTeBble JKpaHBI.
Knaccudukanuss mo ypoBHIO 3alIMIIEHHOCTH OT HECAHKIMOHUPOBAHHOTO JOCTYyMa K
uHbOpMAITHI;

0‘zDSt 2816:2014 «uadopmarmonHas TEXHOJIOTHSI. Knaccudukanms
MPOrpaMMHOIO OO€CleueHus: CPEeACTB 3allUThl MH(OPMALMM IO YPOBHIO KOHTPOJIS
OTCYTCTBHS HE JACKJIAPUPOBAHHBIX BO3MOXKHOCTEI;

O°‘z DSt 2817:2014 «MuadopmarmonHas TexHosorus. CpeacTBa BBHIYUCIUTEIbHON
texHuku. Kiaccudukainus 1o ypoBHIO 3alUMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
J0CTyTa K HHPOpMAIHI;

O‘zDSt ISO/IEC 27003:2014 «UudopmanonHas TexHoJorus. MeTomabl
oOecrieueHust 6e30MacHOCTH. PyKOBOACTBO 1O BHEAPEHHIO CHCTEMBI YIPAaBICHUS
MH(POPMAIIOHHON 0€30MaCHOCTHION;

O‘zDSt ISO/IEC 27010:2015 «WudopmanonHas TexHojorus. MeTomabl
oOecrieueHust  Oe3omacHOCTH. PyKOBOICTBO MO  YNpaBIEHUIO  HH(POPMALMOHHON
0€30MaCHOCTHIO MTPU KOMMYHHUKAIUSAX MEKIY OTPACISIMU U OPraHU3ALUSIMU»;



O‘zDSt  2927:2015 «Mudopmanmonnas  Texuomorusi.  HupopmanmonHas
0e301acHOCTh. TepMUHBI U ONIPEAETICHUS;

O‘zDSt ISO/IEC 27001:2016 «WHdopmanioHHble TEXHOJOTUU. MeTobl
oOecrnieuenust O6e3zonacHocTU. CHUCTEMBbl YHpaBiieHUS WH(OPMALMOHHOM O€30MacCHOCTHIO.
TpeboBarm»;

O‘zDSt ISO/IEC 27002:2016 «WHdopmarnoHHas TexHoJorua. MeTronabl
obecrnieuenust Oe3omacHocTU. [IpakTuueckue mpaBuiIa YNpaBleHUs HHPOPMALMOHHON

0e30macHOCTHY;
Oz DSt ISO/IEC 15408-1,2,3:2016 WudopmanronHas texHosorus. MeTtoasl u
cpeactBa  obecneueHus ~ Oe3omacHocTH.  Kputepum — OueHKHM — 0€30MacHOCTH

MH(POPMALIMOHHBIX TEXHOJIOIHI;

O°z DSt 3243:2017 «1ndopmannonHas TexHosaorus. JlIokaibHble 1 KOPIOPATUBHBIE
BbIUKCIUTENbHBIE ceTu. O0IIMe TeXHnYecKre TpeOOBaHU;

O‘zDSt 3386:2019 (ISO/IEC 27035-1:2016, MOD) «MudpopmanmonHas
TexHoiorus. Metonpl oOecriedeHus: 0€30MaCHOCTH. YIPABICHHE  HMHIMICHTAMU
uHpopMaIoHHON 6e3omacHocTu. Yacts 1»;

O‘zDSt 3387:2019 (ISO/IEC 27035-2:2016, MOD) «MuadopmanmonHas
TexHosoruss. Metoasl  oOecniedueHus  0e30MacHOCTU.  YTpaBJICHHE WHIUACHTaMU
uHpopMaIMoHHON O6e3omacHocTU. YacTb 2»;

O‘zDSt ISO/IEC 13335-1:2019 HWudopmaunoHHass TexHoJorus. MeTobl
obOecrieueHust ~ 0€30MACHOCTH.  YTpaBieHHE  O€30MacHOCThIO  MH(POPMAIIMOHHO-
KOMMYHHUKaUMOHHBIX TexHosnoruil. (Yacte 1). Konuemuumm u Mopenu ynpaBieHUs
0€30MacHOCThIO0 NH(POPMAIIMIOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH;

Mertoauyeckne mocoduss 1o pa3padoTKe NOJUTHKUA HHPOPMANUOHHOM
O0esonmacHoctu Ha Teppuropuu Pecmyosumkn Y3oexkucran (Ilpunoxenue NelO «
poToKoNy PecrmyO0nmKkaHCKON KOMHCCHH 110 KOOPJIWHAIMHU peanu3anui KoMIuieKCcHOM
nmporpaMMmbl  pa3BuTusi HarmonansHOM HMH(DOPMAIMOHHO-KOMMYHHKAIIMOHHONW CHUCTEMBI
Pecniyonuku Y30ekucran Ha 2013-2020 roast ot 23 ¢deBpans 2016 roga Ne 7);

«PeriamenTt B3auMogeicTBus Mexay MHUHHCTEPCTBOM 10 Pa3sBUTHIO
HHGpOPMALMOHHBIX TEXHOJOIMH M KOMMYHHMKauuii PecnyOinmkm Y30ekucran u
OpPraHaMHu rocyJapcTBEHHOr0 M XO03§IiiCTBEHHOr0 YNPaBJEHHS MO pPearupoBaHUI0 U
pacciei0BaHNIO, " Npea0TBPALLICHUIO WHIHMICHTOB NH(OPMAIIHOHHO
oezonacHoctw» (Ilpunoxxkenne Nel m Ne2 k mporokony TexHHUEecKOro coBeTa IO
BOIpocaM MH(POPMAITMOHHO KOMMYHUKAIIMOHHOM Oe3omacHocTu PecryOnuku Y30ekucran
Ne7 o1 17.11.2017 1.);

«TpeGoBanust oOecnieyeHust HMHPOPMALMOHHON  0€30MACHOCTH  OPraHOB
rOCYAapCTBEHHOI0 W XO351IiiCTBEHHOr0 YIPaBJICHHUsl, TOCYIapCTBEHHOH BJIACTH HA
mectax» (I[Ipunoxxenue Ne2 k mpoTtokory PecmyObnukaHCkoil KOMUCCHU TI0 KOOPAUHALINN
peanmuzanuu  KommiekcHolt mnporpammbl  pa3Butusi HarumonansHOW uHGOpMaMOHHO-
KOMMYHUKalIMOHHON cucteMbl PecmyOnuku VY30ekuctan Ha 2013-2020 romer ot 11
HOs10pst 2017 roma Ne7).



3. TEPMHUHBI U OITPEJAEJIEHUA

AHAIU3 PHCKOB — CHCTEMAaTHYECKOE BBIMOJIHEHHWE MPOLENyp HAECHTUPHUKALMH
pPECYpCcOB CHUCTEMBI OOpaOOTKH JaHHBIX, YTPO3 3TUM pecypcaM U ySI3BUMOCTEH
CHCTEMBI K 3TUM YIpo3am;

AHTHBHPYCHAsl 3alllUTA — KOMIUIEKC M€p, HaIlpaBJIEHHBIX Ha IpelOTBpAllCHUE,
oOHapyXeHue U 00e3BpEKUBAHNE ACHCTBUH KOMIBIOTEPHOTO BHPYCA MPHU ITOMOIIH
aHTUBHUPYCHBIX IIPOTpamm;

AHTHBHPYCHAsi MpOrpaMMa — TporpaMMa, MpeAHa3HAYCHHAS I OOHAPYKCHHS
BUPYCOB U, BO3MOXHO, IPeJIaraomas yJaluTh WK yIAJISIomas ux;
AyTeHTH(UKANUS — TMPOLEAYpPa YCTAHOBJIEHUS TOJIMHHOCTH I10JIb30BATEN
(aboHeHTa ceTu, OTIPABUTENS COOOILEHNUS), MPOrPaMMBbI, YCTPOMCTBA MM JTAHHBIX
(mHGOpMAaITUH, TTOJTYIaeMOTO COOOIIEHHS, KITF0Ya);

ba3a gaHHBIX — COBOKYITHOCTH JaHHBIX, OPTaHM30BAHHBIX IO OIPEIEICHHBIM
IpaBUjaM, MPEAYyCMATPUBAIOLIUM OOIIME TNPUHIMIBI OMHUCAHUS, XPAaHEHUS MU
MaHUITYJTHPOBAHUS JAHHBIMH, HE3aBUCUMO OT MPHUKIATHBIX POTPAMM;

Joctyn k uHpopmaumum - o3HakomJieHHMEe c HH(opmanueil, e€ oOpaboTka, B
YaCTHOCTHU, KOIUPOBAHKE, MOAU(DUKAIIMS UM YHUUTOKEHUE HH(OpMaLUY;
JloOCTYNHOCTL - COCTOSIHHME WHPOpMamuu # €€ HOCHTENs, TNpPH KOTOPOM
obecrieuynBaeTcs OecIpensaTCTBEHHOE U CBOEBPEMEHHOE HOJy4YeHHe
MOJTb30BATEIISIMU TIPEAHA3HAUYCHHOW 11 HUX WH(OpMAIIHH;

Jas  cayxedoHoro mnoan3oBanus JCII — rpud orpanuueHuss pgocryma K
JOKYMEHTY,  coJepKalleMy  CIykeOHyro  HHPOpMAIMI0  OIPaHHYCHHOTO
pacmpocTpaHeHus, He COACPIKAIIYI0 CBEIICHUS, OTHECEHHBIE K TOCYIapCTBEHHBIM
CeKperaMm, pasriameHue (mepenada, yTeuka) KOTOPOW MOXKET HaHECTH
MaTepHalbHbIi, MOpaJbHBIM W HMHOM ymiep0 HHTEpecaM  OpraHu3alluu,
MPEINPUATHS, KOMITAHUU U OOIIECTBY;

3ammTa MHpOpMaMU — KOMITJIEKC MTPABOBBIX, OPraHU3AIMOHHBIX U TEXHUYECKUX
(mporpaMMHO-aImapaTHbIX) MEPOIPHITHHA, HANpPaBICHHBIX Ha MPEIOTBpAICHUE
WIN 3aTpyJHEHHE HaHeceHMs yiepOa uHTepecaM COOCTBEHHUKa WH(OpMAIH
(maHHBIX);

310yMBIIVIEHHUK (HAPYLIMUTEb) — JIMIIO WK OPTaHU3allnsl, 3aHHTEPECOBAHHBIC B
MOJyYCHUH HECAHKIIMOHUPOBAHHOTO JOCTyNa K MH(POPMAIMOHHOW CHUCTEME U €&
pecypcaM M COBEpIIMBIIME  TMpEAHAMEPCHHBIC  JCUCTBUSA Ui MX
HECAHKIIMOHUPOBAHHOTO MOJYUYEHHS MU H3MEHEHHUS,

Nudopmanmonnass  (e30macHOCTb —  3AIMMOIEHHOCTh  WHPOpMAIMH U
NoJiICp)KUBArOIIEe  MHAPACTPYKTYpbl OT CIy4YalHBIX WU TpeIHAMEPEHHBIX
BO3JICMCTBUI E€CTECTBEHHOTO WJIM HCKYCCTBEHHOTO XapakTepa, KOTOpPbIE MOTYT
HaHECTH HeTPUEMIIEMBbIH yiep0 cyObeKTaM HH()OPMAITMOHHBIX OTHOIICHHIH;



Nnentuduxauus — npucBoeHne CcyObekTaM ©  00BEKTaM  JOCTymHa
UIeHTU(UKATOpA W/WIN CPaBHEHUE MIPEIBbABISIEMOr0 HACHTU(UKATOPA C IEPEUHEM
MIPUCBOCHHBIX UJIEHTU(UKATOPOB;

Nudpopmanms — 1. Cenenue o nuuax, npeaMeTax, Gpakrax, COObITUSAX, ABICHUIX U
npoleccax HE3aBUCUMO OT MCTOYHUKOB U (OpPMBI HMX TMpPEACTaBICHUSA. 2.
CoBOKYNHOCTh 3HaHMWH, (AKTOB, CBEIACHUH, NPEACTABISIONIMX MHTEPEC U
HOJUIeXKAIUX XPaHEHUIO 1 00paboTKe;

Nudopmannonnas cucreMa — OpraHU3alMOHHO YIOPSIOYEHHAs] COBOKYITHOCTH
MHPOPMALIMOHHBIX PECYpCcOB, MH(GOPMAIMOHHBIX TEXHOJOTUH M CpEACTB CBA3H,
MO3BOJISIONIAs OCYIIECTBIATh cOOp, XpaHEHHE, MMOUCK, 00pabOTKy M HOJIb30BaHHE
uH(popMaLmei;

HNuTepHer, ceTb MHTEPHeT — Trio0aibHas WH(OPMAIMOHHAS CHUCTEMa, KOTOpas:
JIOTUYECKHU CBSI3aHHA YHUTApHBIM aJIpECHBIM MPOCTPAHCTBOM, OCHOBaHHOM Ha IP-
MPOTOKOJIE WJIM Ha €ro MEepCHEeKTHUBHBIX pacHIMpeHUsX/mociaeaoBaTensx. Moxer
MOJIJIEP)KUBATh KOMMYHUKALIUH, HCTIOJIb3Ysl TCP/IP WU €ero
pacuupenusi/mociaegopaten  w/wm [P —  coBmMecTHMBIe  TPOTOKOJIBI.
[IpenocraBiser, HCHONB3YET WIM JEJaeT JOCTYHHBIM (Il BCEX WM
KOH()UIEHIIMAIBHO) CEPBUCHI BHICOKOTO YPOBHS, OCHOBaHHbIE Ha KOMMYHUKAILIUIX
U CBSI3aHHOM ¢ HUMHM HH(QpacTpyKTypbl. ['7obanbHOE (BCEMHpPHOE) MHOKECTBO
HE3aBUCUMBIX KOMITBIOTEPHBIX CETeH, COeNMHEHHBIX MEXAy coOoi s oOMeHa
nH(pOpMaLMEN 1O CTAaHAAPTHBIM OTKPBITHIM MPOTOKOJIAM;

Kon¢puaeHuuanbHOCTh — COCTOSHUE MH(OPMAIUN U €€ HOCUTEINA, NPH KOTOPOM
o0ecrneunBaloTCsl MpeI0TBpAIIeHNe HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHS C HE
WM HECAHKIIMOHUPOBAHHOTO IOKYMEHTHUPOBAHUS (CHATHUS KOMHIN);
KonTponupyemass 30Ha — TeppuTopusi OO0BEKTa, Ha KOTOPOH HCKIIOYEHO
HEKOHTPOJIMpYyeMOe NMpeObIBaHUE JIUL, HE MMEIOIIMX MOCTOSHHOIO WJIM Pa30BOr0
goctyna. ['paHMIIaMM  KOHTPOJMPYEMOM  30HBI  SIBISIFOTCS  OTpaKJAroIue
KOHCTPYKIIMM IOMEIIEHUH (CTEHbl, OKHA, JBEpPH, IIOTOJOK) M TEPPUTOPUI
(orpaxkaeHusi, NpOXOAHbIE);

Honutuka wuHGOPMANMOHHON 0€30MACHOCTHM — COBOKYINHOCTh IpaBHII,
OTpEACINAIONINUX U OTPAaHUYUBAIOUIUX BUbI JEATEIBHOCTH 0OBEKTOB M YYACTHHKOB,
cUCTEeMbI HH(OPMAITMOHHON 0€30MacCHOCTH;

IIporpammHoe oOecneyeHMe — COBOKYITHOCTh IMPOTPAMM CHCTEMBbI 00paOOTKH
MH(pOpPMALIMM W TPOTPAMMHBIX JOKYMEHTOB, HEOOXOJUMBIX MJIs JKCIUTyaTalluu
3TUX IIPOrPAMM;

Pabouas cranuusi (PC) — NOJHONEHHBIA MEPCOHAIBHBIM KOMIIBIOTED WIH
KOMIIBIOTEPHBIN TepMUHaI (yCTpOiCTBA BBOAA-BBIBOJA, OTACIIBHBIE WIIN y/1aJ€HHbIE
OT YHPaBJISIONIET0 KOMIIbIoTepa), Habop Heobxoaumoro I10, mo HeobxoamumocTy,
JIOTIOJIHSIEMbIE  BCIIOMOTAaTeNbHBIM  000pYyJOBaHUEM: [eyaTarolliee yCTPOMCTBO,
BHEIIHEE YCTPOWCTBa XpaHEHHWs [AaHHBIX HA MAarHUTHBIX W/WIA ONTHYECKUX
HOCHTEIISX, CKAHEPHI U T.IL.;



Pecypcsl nmHpopmanuonnsie (MHGopManuoHHble pecypcebl) — 1. OtnenbHble
JOKYMEHTBI, OTJAEJbHbIE MAacCUBbl JOKYMEHTOB, JIOKyMEHTbl ¥ MAaCCHBBI
JIOKYMEHTOB B HWH(OpPMAIMOHHBIX cucTeMax (OmbnuoTekax, apxuBax, (QoHaXx,
OaHkax maHHBIX W JApyrux). 2. Mudbopmanus, OaHK AaHHBIX, 0a3a JaHHBIX B
ANEKTPOHHOM (popme B cocTaBe HH(DOPMAITMOHHON CUCTEMBI;

Puck — BO3MOXHOCTb HCIIOJIB30BAHUS KOHKPETHOM YSI3BUMOCTH CHCTEMBI
00paboTKU JaHHBIX MPU pean3alii KOHKPETHOM YIpO3bl;

CepBep — COBOKYNHOCTh aNMapaTHOrO M HIPOrpaMMHOIO  oOecreyeHus
(mporpamma-cepsep), mospoisiromias PC mpegocramats yenyru apyroit PC. PC
paboTaroT ¢ MPOrpaMMOi-CEPBEPOM C MOMOIIBIO TPOTPAMM-KIIUEHTOB;

Cucrema wuHoOpManmMOHHAsA — cuUCTeMa [UIsl TOATOTOBKH, OTHPABIICHUSA,
MOJIYYCHUSI, XpaHeHWs WM UWHOM o00paboTku maHHbIX. OpraHu3alroHHO-
YHOPSA0YEHHAs COBOKYIMHOCTh MH(pOPMALMOHHBIX PECypcoB, MH(GOPMAIMOHHBIX
TEXHOJIOTUH U CPEACTB CBS3HM, IO3BOJIAIONIAS OCYIIECTBIATH CcOOp, XpaHEHHE,
MOUCK, 00paboTKy W moJsib3oBaHue uH@opmarueit. Jlrobas cucrema, cBsizaHHas ¢
HaKalJIMBaHUEM, XpaHEHUEM WM 00paboTKoM HH(pOpMaIy;

CucreMHBIl AJMMHMCTPATOP — JODKHOCTHOE JIMIIO, HA3HAYEHHOE B
YCTaHOBJIEHHOM THOPSJKE OTBETCTBEHHBIM 3a SKCIUIyaTallMIO CIYy>KObl KaTayora,
cUCTeMbl ymnpaBiieHus 0azamu naHHbiX, COIl U nmpouux cUCTEM WIH CEpBEPOB, HX
BeJIEHUE, HACTPOWKY, N3MEHEHHUS TTOJIHOMOYHUH TOJIb30BaTeNei, H(HOPMAIIMOHHYIO
0e301acHOCTb;

Cpena undopmanuonHasi odmecrsa (MHGOPMALMOHHASA CPea) - COBOKYITHOCTh
MH(OPMALIMOHHBIX PECYpPCOB CHCTEMbl (OPMHpPOBAHUS, PACHPOCTPAHEHUS U
MCIOJIb30BaHMs MHPOpMaLUU, THPOPMALMOHHOW HH(PACTPYKTYpHI;

CpeacrBa TexHuveckoil 3amutbl (CT3U) — anmapaTHble, IporpaMMHbIE WU
anmnapaTHO-MPOTPaMMHBIE CPEJICTBA, OCYILECTBISIONIME 3allUTy HMHGOpMalMU U
obecnieunBarolye 0e30MacCHOCTh MHPOPMAIMM Ha BCEX CTAIUSAX €€ >KU3HEHHOTO
nukia (popMupoBaHMs, TepeAadd, Npuema, MpeoOpa3oBaHUs, OTOOpaKEHUS U
XpaHeHus: nHQOpMaLIHH);

CpeacrBa kpunrtorpadpuyeckoii 3amursl uHpopmanun (CK3H) — annapatHsle,
MpOrpaMMHbIE WJIM  anfapaTHO-NPOTPaAaMMHBIE  CPEJICTBA, OCYIIECTBISIOIINE
Kpunrorpapuveckue mnpeoOpa3oBaHusi uHpoOpManuu s obecriedyeHus  ee
0€30MacHOCTH, B TOM YHCJIE:

a) cpenctBa IM(poBaHUS — ammapaTHble, NPOrpaMMHbIE U  ammapaTHO-
NpOrpaMMHBIE  CPEJICTBA, PEATM3YIOIME  KPUNTOrpadUUEeCKHe  aJrOpPUTMBI
npeoOpazoBaHus UHGOPMALIMK U MpeAHa3HAYCHHBIE IS 3alIUThl HHQOPMAIMK OT
HECAHKIIMOHUPOBAHHOTO JOCTyINa NMpH ee oO0paboTke, XpaHEHUH U Tepeaaye Io
KaHaJlaM CBSI3H.

0) cpencTtBa HWMHUTO3aUIUTBl - ammapaTHble, NPOrpaMMHbIE U  ammapaTHO-
IIPOrpaMMHBIE  CPEACTBA, pEAIU3YIOIIME  KPUNTOrpapUUEeCKUe  aJrOpUTMbl
npeobpa3zoBanust HHPOPMALIMK U TpeAHA3HAUYEHHBIC JUIA 3aIUTHl OT HABS3BIBAHUS
JI0’KHOM UH(pOpMAIUH.



B) CpEICTBa AJIEKTPOHHOM IU(PPOBOW MOANMHMCHA — COBOKYIMHOCTb TEXHHUYECKHUX U
IPOTPaMMHBIX CPEJICTB, OOECIEUUBAIOIIMX CO3/IaHUE HJIEKTPOHHOW LU(POBOIl
MIOAIMUCH B DJIEKTPOHHOM JOKYMEHTE, OATBEPKICHHUE MOJUIMHHOCTH JJIEKTPOHHOMN
1U(ppOBON MOAMKUCH, CO3/aHUE OTKPBITBIX M 3aKPBITBIX KIIOYEH 3JIE€KTPOHHOU
U(PPOBON MOJITUCH.
') CPECTBA U3TOTOBJIEHUS KIIFOUEBBIX JOKYMEHTOB U CaMU KJIIOUYEBBIE TOKYMEHTHI
(He3aBMCHMO OT BU/1a HOCUTEIS KIIIOUEBOW MH(POpMAIIH);

e CyO0BeKT - aKTUBHBIN JOrMUECKUN 0OBEKT, UMEIOLIMH JOCTYI K 00BEKTaM;

e CyObekT MHGOPMANMOHHBIX OTHOIIEHHMI — (QU3MYECKOE U IOPUAMYECKOE JIULIO,
obnajatoniee  ONpPEAENIEHHbIM  MpPaBOM IO  OTHOLIEHHIO K  CYyOBEKTY
MH()OPMALIMOHHOMY PECYPCY;

e VYrpo3a - TIOTCHIIMAJIbHAas  BO3MOKHOCTb  HApYIICHHS  KOMIIbIOTEPHOM
0e301acHOCTH;
e Vsa3BumocTh HHGOPMALMU - TIOJABEPKEHHOCTh HMH(POPMAIIUU BO3JIECUCTBHUIO

pa3IMYHBIX  JECTA0MIM3HPYIOMUX (AKTOPOB, KOTOPBHIE MOTYT TMPHBECTH K
HapymieHuto e KOH(UIECHIMATBHOCTH, IIEJIOCTHOCTH, JOCTYMHOCTH  WIIA
HENPaBOMEPHOMY THPAKHPOBAHHIO;

e IlexocTtHocTh - cocrosHue wWHpOpMAMU W €€ HOCUTENSd, TPH KOTOPOM
00ECTICUNBAIOTCSl HEACTUMOCTh U TPEIOTBPAIICHNE HECAHKIIMOHUPOBAHHOTO HIIH
MPEeTHAMEPEHHOTO YHHUYTOXKEHHS, HMCKAKCHUS, YTCUKH, XHINCHUS, MOJICIKH,
TTOJIMCHBI B TICJIOM M €€ OT/ACIIbHBIX COCTABHBIX YaCTCH.

o IlIndpoBanne — COBOKYmHOCTh OOpaTUMBIX MpeoOpa3zoBaHul HHMOpPMAIIH
(1aHHBIX) B COOTBETCTBHUHM C KPHUNTOTPAPUUYCCKHUM QJITOPUTMOM U KIFOUOM JIJIst
HAJIe)KHOTO COKPBITHUS €€ UICTHHHOTO COJICPKAHUS;

4. OBO3HAYEHUA U COKPALLIEHUSA

Wb - undopmanmonnas 6€30MacHOCTS;

NP - undopmannoHHsIii pecypc;

NC — nnpopmMaimonHas CUCTEMA;

UT - undopmaimonHasi TeXHOJIOTUS;

I10 - nporpammHoOe obecrieueHue;

CVYUB - Cucrema yripaBieHuss HHPOPMAIIMOHHON O€30MaCHOCTHIO;
YAII - YnpaBiienne aBToMaTU3allii MPOU3BOJICTBA;

OUIT - snextponHas U poBasi MOIKCH.



5. OBJIACTH IPUMEHEHMUSA

Hacrosimas Ilonutuka Wb pacmpoctpansiercss Ha Bcex coTpyaHukoB KomOuHaTa
(IITaTHBIX, BPEMEHHBIX, MPAKTUKAHTOB, palOOTAIOIMX IO KOHTPAaKTy U Jp.) BHE
3aBUCUMOCTH OT HMX MecTa paboThl M 3aHUMaeMOW JIOJDKHOCTH, Ha TPEThUX JIHUIL
(MOPSIIYUKH, ayAUTOPBI, TOCETUTENH, 0OCTYKUBAIOUIUI MepCOHAN U T.II.), MOJIYYHBIINX
JETUTUMHBIN T0CTYN K UH(POPMALIMOHHBIM cucTeMaM U pecypcam KombOunara.

[Tonutuka pacnpocTpansercs Ha HWHPOPMALMOHHBIE CHUCTEMBI U  PECypCHI,
npeHa3HAuYeHHBbIE HCKIIIOUUTEIBHO JUIs MepeAaud, oOpaOOTKH, XpaHEHUs OTKPHITOW U
KOH(pUACHIIMATBHON HH(OpPMAIUH.

3amura uHOOpMAIMK, COAEpXKallell CBeACHHUS, OTHECEHHbIE K TOCYAapCTBEHHBIM
cekperam  Pecniybnmuku  Y30ekucraH, oOecrneuMBaeTcs B COOTBETCTBHM  C
3aKOHOJATEJIbCTBOM.

[Ipu mpenocrtaBieHnn jgoctyna K WHGOpMaNUOHHBIM pecypcam KomOuHata
BHEIIIHUM TI0JIb30BATENIIM, TMOCIEAHHE B O00S3aTEIbHOM TIOPSIIKE JIOJDKHBI  OBITH
O3HAKOMJICHBI C TpeOoBaHMsIMU [[OTUTHKY, B 4aCTH KacarolIencs.

6. IIEJIN U 3AJIAYH

6.1. Hean
OcCHOBHOM 1Ie/IbI0, Ha JIOCTMDKEHHE KOTOPOM HANpaBIICEHBI BCE MOJIOKECHUS
Hactosied [lomuTuku, sBIsieTCs 3ammTa CyOBEKTOB HH(POPMAIMOHHBIX OTHOIICHUN
KoM6uHaTa OoT BO3MOXHOI'O HAaHECEHUS UM MaTEPHUAIBLHOTO, (PU3UYECKOTO, MOPAIbHOIO
WIM WHOTO yIiiep0a, MOCPeICTBOM CIy4alHOrO WM IMpeJHaMEepEeHHOro BO3JEHCTBHS Ha
uH(popmalmo, €€ HOCUTENH, MPoLecChl 00pabOTKU U TMeperayu, a TakkKe MHUHUMH3ALUs
YPOBHS ONEPALMOHHBIX U JPYTUX PUCKOB (PUCK HAHECEHHs YpOHa JAEJIOBOM pemyTanuu
KomOunata, mpaBoBOM pUCK | T.1I.).
Vka3aHHasi 1LeNlb JOCTUTaeTcs IMOCPEICTBOM OO0ECHedYeHHUs U IOCTOSHHOTO
NoJIIepKAHUA CIEYIOIIUX CBONCTB MH(OpMALIUK:
® JIOCTYNHOCTH UWHGOpMAIMM JJIsl JIETAIBHBIX I0JIb30BaTeNnel (yCTOMYMBOTO
GbyHKIMOHMPOBaHUS HMHPOPMaUMOHHBIX cucteM KomOuHaTa, mpu KOTOpOM
MOJIb30BATEeNIM UMEIOT BO3MOXKHOCTH MOJYYeHHS HEOOXOAMMOM HMH(OpManuu u
PE3yNbTATOB PEIICHUS 3a/1a4 3a IPUEeMIIEMOe JIJIsl HUX BpeMsi);
® [IEIOCTHOCTH M AayTEHTHMYHOCTH (MOATBEP)KIEHHE aBTOPCTBA) HH(OpMALNH,
XpaHUMON W oOpabaTpiBaeMoil B WMH(pOpPMAIMOHHBIX cuctemMax KomOuHata u
nepeiaBaeMoi 1o KaHaJlaM CBSI3U;
® KOH(DHUICHIMATBFHOCTH - COXPaHEHUS B TallHe OMNpeneIEHHOM 4YacTu
nH(popMaium, XpaHUMOH, oOpabaThiBaeMO U Tiepe1aBaeMOoi M0 KaHajlaM CBSI3H;
e CO3JaHME YCIOBUH JUIsl MAKCUMAJIBHO BO3MOKHOTO BO3MEILEHUS U JIOKAJIN3ALUH
HAaHOCHMOIo ymiepOa HENpaBOMEPHBIMU JIEHCTBUSMHU IOJb30BaTeNe Ha
00BbeKTax HHPOPMATH3AIHH.



HeoOxonmumpiii  ypoBeHb JOCTYIMHOCTH, IEJIOCTHOCTH W KOH(PUICHIIMAIBHOCTH

I/IH(i)OpMaHI/II/I obecrnieunBaeTcs COOTBCTCTBYIOIIUMU MHOJKCCTBY 3HAYHMMBLIX YI'PO3

MCTOJdaMH U CPCIACTBAMU.

6.2. 3agaun

Z[J'IH JOCTHKEHHMST OCHOBHOM LI€JIH 3alllMThl U oOecIeyeHust YKa3aHHBIX CBOMCTB

uHpopmManMu cucremMa obOecriedeHus HHPopManuoHHoN Oe3zonacHoctn KomOuHara

JOJIDKHa oOecreynBaTh 3(1)(1)GKTI/IBH06 PCUICHHUC CIICAYIOIINX 3aJ1aq:

3a1UTa HHPOPMAIIMOHHBIX aKTUBOB OT YI'PO3, UCXOJSIIUX OT MPOTUBOIPABHBIX
JNENCTBUM 3710YMBIIUICHHUKA;

yIIpaBJIeHUE HETPEPhIBHON pabOTOM CUCTEMBI;

YMEHBIIICHNE PHUCKOB U CHIDKGHHE TOTEHIIMAIBHOTO Bpeda OT aBapHid,
HEeNpeJHAMEPEHHbIX OIIMOOYHBIX JEUCTBUI IepcoHana, TEXHHUYECKUX cOOeB,
HETPaBUWIHHBIX TEXHOJOTHYECKUX W OPTaHW3AMOHHBIX PEIICHHH B IMpOIeccax
00paboTKH, Tepeadyn W XpaHeHUs WHPopManuu, oOeCTiedeHHe HOPMAaTbHOTO
(GYHKIIMOHUPOBAHUS TEXHOJIOTMUECKUX MTPOLIECCOB;

oOecrnieyeHre MHPOPMaLMOHHOW 0€30MacHOCTH MH(OPMAIMOHHBIX PECYpPCOB U
cHucTeM, a Takxke rnepconana KomOunara;

pa3paboTka MoJieH HapyuTens nHdopmamonHoi 6e3onacnoctu KomOunara;
pa3paboTKa HepeyHsl MOTEHUHUAIbHBIX YIpo3 MH(OpPMalMOHHON 6e30macHOCTH
KomOuHnara u ux aHaius;

KjaccuuKaiys THPOPMaMOHHBIX PECYPCOB 00BEKTA U UX KOHTPOJIb;
dhopmupoBanue Tpedbosanuii k CYUD;

omnpejeyieHne O00s3aHHOCTEW IepcoHaa Mo O0ecnedyeHrni0 HHPOPMaMOHHON
0C30IMaCHOCTH;

CBOECBPEMEHHOE BBISBJICHHE, OIICHKAa W TMPOTHO3MPOBAHHME HCTOYHUKOB YIPO3
WH(OPMAIIMOHHOW O€30MaCHOCTH, TPUYUH U YCIOBUH, CHOCOOCTBYIOIIMX
HAaHECEHUIO0 yuepda 3auMHTEPECOBaHHBIM CYObEeKTaM  HMH(DOPMAIMOHHBIX
OTHOIICHHUH, HAPYIICHUIO HOPMATHHOTO (YHKIIMOHUPOBAHHS WHPOPMAIIIOHHBIX
cuctem KomOunara,

CO3/IaHUE MEXaHHM3Ma OTECPATHBHOIO pEarMpoOBaHHMS Ha YTrpo3bl 0E30MacHOCTH
uH(bOpMAIK U HETaTUBHBIC TCHICHINH;

CO3/IaHUE YCIOBHMU JUIsi MHUHMMM3AIMKA M JIOKAJIW3alMA HAaHOCHMOTO yiiepOa
HEMPaBOMEPHBIMH JTEHCTBUAMH (DU3HYECKUX M IOPHIUYECCKHUX JIUI, OCIa0IeHne
HETaTUBHOTO BIMSHUS M JMKBUIAIMS TOCIEJCTBHIA HapyIICHUs 0e30MacHOCTH
uH(popmMannu;

3alIUTY OT BMEIIATENIbCTBA B Mpouecc (yHKIMOHUPOBAHHS HWH(OPMAMOHHBIX
cucreM KoMOMHaTa mMOCTOpOHHHX JHII (AOCTYN K MHPOPMAIIMOHHBIM pecypcam
JOJDKHBI HWMETh TOJIBKO 3apeTUCTPUPOBAHHBIE B YCTAHOBJICHHOM IOPSIKE
M0JIb30BATENN );

pasrpaHMuYEHHE JIOCTyla I0JIb30BaTesled K MH(POPMAlMOHHBIM, allapaTHbIM,
MpOrpaMMHBIM B UHBIM pecypcam KomOuHaTa (BO3MOKHOCTH AOCTYIIA TOJNBKO K



TEM pecypcaM H BBIIOJHEHUS TOJIBKO TEX OINepanuuid ¢ HHUMH, KOTOPHIE
HE00XO0/IMMbl KOHKPETHBIM I10JIb30BATENISM JJIs1 BBIIIOJIHEHUS! CBOUX CITYKEOHBIX
00s13aHHOCTEH), TO €CTh 3AIIUTY OT HECAHKIIHOHUPOBAHHOTO AOCTYIIA;

e oOecrieueHue ayTeHTU(pHUKAUU N0JIb30BaTENEN, Y4acCTBYIOLIUX B
MHPOPMALIUOHHOM OOMeHe (MOATBEP)KJIEHHE MOJUIMHHOCTH OTHPAaBUTENS U
noJiydaresst *HQOpMalun);

® 3alIUTy OT HECAHKIMOHUPOBAHHOW  MOJU(UKAIMM, HCIOJIb3YEMBIX B
KOPIIOPAaTUBHBIX MH(POpPMAIMOHHBIX cucTeMax KomOuwHaTa mporpaMMHBIX
CPeICTB, a TakkKe 3alUTy CHUCTEM OT BHEIPCHUS HECAHKIMOHUPOBAHHBIX
Iporpamm, BKIIIOYasi KOMIIbIOTEPHbBIE BUPYCHI;

e 3ammTy WHGOPMAIMH OTPAHUICHHOTO IMOJIb30BAHUS OT YTEUKU 110 TEXHHYECKUM
KaHataM npu e€ oo6paboTKe, XpaHEHUU U Tepeaaye 1o KaHajlaM CBSI3H;

e o0ecreueHne KUBYUECTH KPUNTOTPahUIECKIX CPECTB 3aIIUTHI HHPOPMAIIHH.

7. OCHOBHBIE ITOJIOKEHUSA

Nudopmanmonnas 6€301macHOCTb COCTOUT U3 TPEX OCHOBHBIX KOMIIOHEHTOB:

e KOHQUIEHIMATBHOCTh:  3alllUTa  KOHPUACHIMATBLHOM  HMHPOpMAIMU  OT
HECAaHKITMOHUPOBAHHOTO PACKPBITHS WM TIEpeXBaTa;

® I[ICJIOCTHOCTh: oOO€cmeYeHWe TOYHOCTH W  TMOJHOTHI HHbOpMAlMU U
KOMITBIOTEPHBIX MPOTPAMM;

® JIOCTYITHOCTH: OOECIIeUeHHE TOCTYIMHOCTH WH(OpMAIMK M XU3HECHHO BaKHBIX
CEPBHUCOB TS TIOJIb30BATENIEH, KOT/1a 3TO TpeOyeTCsl.

[Tormtrka mnpemxycMaTpuBaeT oOecreueHne WHGOPMAIMOHHOW OE€30MacHOCTH Ha
OCHOBE UCTIOJIb30BAHUS COBOKYITHOCTH OpraHu3alMOHHBIX, PEIKUMHBIX,
KpunTorpapuyecKkux, TEXHUYECKUX, TPOTPAMMHBIX U JPYTHX METOOB U CPEJICTB 3alUThI
uH(pOpPMAIIMKA, a TAKXE OCYIICCTBICHUS BCECTOPOHHETO HEMPEPBIBHOIO KOHTPOJIS 3a
3G (HEeKTUBHOCTHIO  pPEANU30BaHHBIX Mep 10  o0ecredeHur0  MHPOPMAIMOHHON
0€301acHOCTH.

Nndopmanmonnas Oe3onacHocTh KomOmHaTa u €€ MOCTPOCHHE JIOJKHBI
COOTBETCTBOBAaTh  TPECOOBAHWSAM  IOJMTHKHA  OE30MACHOCTH  HAIMOHAIBHOTO U
MEXTYHAPOTHOTO 3aKOHOIaTEIhCTRA.

B mnponecce peamuszanmm IlonuTvku ¢ Lenbr0 NPUBEACHUS B COOTBETCTBUE €€
peasbHbIM YCIIOBHSM, a TAKXKE ¢ Y4ETOM BO3ZHUKHOBEHMS HOBBIX yrpo3 Hb, B Ilomutuxy
MOT'YT BHOCUTBCSI U3BMEHEHUS U JOTIOJTHEHHUS.

OTBETCTBEHHOCTh 3a MPUMEHEHUE TaHHOTO JOKYMEHTA, UCIIOIHEHUE, COXPAHHOCTb,
JOBEJICHUE J0 COTPYAHUKOB IMPEINPHUITUS BO3JAracTcs Ha JMUO OTBETCTBEHHOE 3a Wb,
PYKOBOAMUTENEH  CTPYKTYPHBIX  MOApa3JeieHUu, OTHENOB, CIYXO0, yIpaBJICHUI
UcnonmaurensHoro ammapata KomOunata. Hacrosmias monuTuka — yTBEp)KIaeTcs
pykoBoautenem KomOunata. MHHMIIMATOpOM IUTAHOBOTO M BHEIUIAHOBO IMEPECMOTpa



IIOJINTUKU SIBISETCA JIMIIO OTBETCTBEHHOE 3a b, a Taxke mo pe3ysbraTy BHELIHETO
aynurta Ub.

8. OBBEKTDBI 3AIININTHI

OcHoBHBIMU 00BEKTaMU HHPOPMALTMOHHOM Oe3onacHocTH Ha KoMOuHaTe SBIAIOTCS:

¢ UH(QOPMALMOHHBIE PECYpPChl C OrPAHUYEHHBIM JOCTYNOM, HH(pOpMalMOHHbIE
pECYPCHI COCTABISIONIME KOMMEPUYECKYIO TallHy WJIM MHBIE YYBCTBUTEJBHBIE IO
OTHOWIEHUIO K CIy4alHbIM W HECAHKUMOHMPOBAHHBIM BO3JCHCTBUAM W
HapylmIeHWI0 HX O€30IacHOCTH, a TakkKe OTKphITas (0OIeaocTymHas)
uH(popmanus, Heooxoaumas s pabotrsl KomOuHata, He3aBUCUMO OT (OpPMBI U
BUJa €€ Ipe/ICTaBICHUS;

e mpouecchl 00paboTku nHpopManK B HHGOpMAMOHHBIX cucTtemMax KomOuHara,
periaMeHTsl W Ipouenypsl cOopa, 0o0pabOTKM, XpaHEHUs U Iepenadu
uHbopMalMM, TMEepcOoHald pa3padOTYMKOB W  IOJIb30BaTelNed CHCTEM U
00CTyXKUBAIOILUN UX TIEPCOHAT;

e uHpOpMaLMOHHAS HH(QPACTPYKTypa, BKIIOYAIOUIas CHCTEMBl 00pabOTKU U
aHaiM3a UH(OpMAIMHU, TEXHUYECKHE U MPOrpaMMHbIE CpeJCTBa €€ 00pabdoTKH,
nepesadynd U OTOOpaKeHHs, B TOM YHUCIE KaHalbl MHPOPMALMOHHOIO OOMEHa U
TEJIEKOMMYHHKAIIUK, CUCTEMBl M CPEICTBA 3alUThl MHPOpPMAIMH, OOBEKTH U
MOMEILEHNsA, B  KOTOPBIX  pPa3MEIIEHbl  YYyBCTBUTEIbHBIE  DJIEMEHTHI
WH(OPMAIIMOHHOU CpPEJIbI.

® [IPOrpaMMHBIE PECYPCHl — OIEpanuoHHble cucTteMbl M npukiagHoe [10, TIC,
CpecTBa pa3pabOTKH U yTUIHUTHI, CEPBEPHBIC MPUIIOKEHUS U CEPBHCHI.

e (usnyeckue pecypcsl — KOMIBIOTEPHOE U KOMMYHHUKAIIMOHHOE 00OpY/JOBaHUE,
OpPI'TEXHUKA, HOCUTENIN JaHHBIX, IOMELICHUS U JIp.

8.1. Crpykrypa, coctaB M pa3MelleHHEe OCHOBHBIX O0BEKTOB 3allMThI,
HHopMalHOHHBbIE CBA3H

Nudopmanmonnas cpena KomOuHaTta siBisieTcs pacnpeienéHHOM CTPYKTYpOH,
oObenuHsONe HMHOOPMALMOHHBIE TMOACHCTEMBl VICIIOMHUTENBHOrO —ammapara u
CTPYKTYpPHBIX noapasaenenuii Kombunara.

K ocHOBHBIM 0cOO€HHOCTSIM HH(pOpMaIMoHHO cpenbl KomOuHara, oTHoCATCS:

® IIMPOKas TEPPUTOPHAIBLHAS PACIPEISIEHHOCTh KOMITIOHEHTOB HH(POPMAIIMOHHON
CHCTEMBI;

e o0O0benMHEHHE B EAMHYIO CHCTEMY OOJBIIOTO KOJMYECTBA Pa3HOOOpa3HBIX
TEXHUYECKUX CPEJCTB 00pabOTKHU U mepenadn nHHOopMaIuy;

® 3HAUMTENBHOE paclupeHue c@epsl UCMOIB30BAHUSA aABTOMATHU3UPOBAHHBIX
cucteM 00paboTkyM HH(OpMAIMK, MIHUPOKOE MHOTo0Opasue M TOBCEMECTHOE
pacmpocTpanenne HHPOPMAMOHHO-YIIPAaBIAIOMUX cucteM Ha KomOuHare;

e OousplIOE pa3HOOOpa3Me pelIaeMblIX 3a1ad U TUIOB, 00pabaThIBAEMBIX JaHHBIX,
CJIOHBIE PEKUMbI aBTOMATU3UPOBAHHONW 00pabOTKM MHPOpMaLUU C MIHPOKUM



COBMEUICHHEM  BBIMOJHEHUS  MHPOPMALMOHHBIX  3alpOCOB  Pa3IUYHBIX
HOJIb30BaTENeH;

® 3HAUYUTENbHASI BAXKHOCTh U OTBETCTBEHHOCTh pELICHUH, NPUHUMAEMbIX Ha
OCHOBE aBTOMAaTU3UPOBAaHHON 00pabOTKU JaHHBIX;

e Hanuuue 0a3 JaHHBIX MH()OPMALUU PA3IUYHOIO HA3HAYEHMS, MPUHAJICKHOCTU
U ypOBHEN KOHPUACHIIMAIBHOCTH;

e alcTparMpoBaHHME BIAJAEIbIEB JAaHHBIX OT (PU3MUECKUX CTPYKTyp M MecTa
pa3MmenieHus JaHHbIX (MHOpMaIUn);

e Hanuuue MHGPOPMAIMOHHBIX KAaHAJIOB B3aUMOJACWUCTBUS C «BHEIIHUM MHPOM»
(MCTOYHMKAaMU U OTPEOUTENAMU UH(POPMALIUH);

®  BBHICOKAs HHTEHCUBHOCTh MH(POPMAIIMOHHBIX IOTOKOB;

e pa3HooOpa3ue KaTeropuil IMoJib30BaTesled U OOCHYKMBAIOLIETO MEepcoHaja
CHCTEM.

B »3Tux ycnoBusX pe3Ko BO3pacTaeT YA3BUMOCTb HMHGPOPMAlUKMW M OJHUM W3
BOXKHEHIIMX  DJIEMEHTOB  HMHpopMauumoHHoW  cpenpl  KomOumHata  craHoBATCA
KOpHOpaTUBHbIE HMH(QOPMAIMOHHBIE CHUCTEMBI, B KOTOPBIX oOpabarhIBaloTCA U
HaKaIUTMBAIOTCSl 3HAUUTENbHbIE O0BEMBI  HMHGOpPMAIMK, COBMECTHO HCIOIb3yeMOM
Pa3IUYHBIMU TOJIb30BATEISAMU, PA3JIMYHON OPraHU3alMOHHON MPUHAIJIEKHOCTH.

8.2. Kateropnu nHpopMannoHHBIX PeCypcoB, MOJIEKAIIUX 3ALUTE

Ha Komb6unare LUAPKYJIHAPYET uH(popmManus Pa3IUYHBIX YPOBHEMN
KOH(QHUICHIIMAIBHOCTH, COJAEp)Kallasi CBEJACHHUS OTPAaHUYEHHOI'O paclpOCTpPaHEHHUS
(cmyxeOHasi, KoMMepUecKast, IepCOHAIbHbIE JaHHbIE) U OTKPBITHIE CBEIACHHUS.

3amure MOANEKUT Bcs uHPOpMaius W uHopmarmoHHble pecypchl KomOuHara,
HE3aBUCUMO OT €€ TPEACTaBICHHS W MECTOHAaXOXJCHUS B WH(GOPMAIMOHHOW cpene
Kombunara:
®  CBEJIEHUS, COCTABIIAIOIINE KOMMEPUYECKYIO TalfHy, JOCTYI K KOTOPBIM OIpaHHYeH
COOCTBEHHUKOM MH(pOpMaIINH;
® CBEJIEHUS, COCTABJIONIME CHYKEOHYI0 HMH(OPMALMIO, JOCTYH K KOTOPBIM
orpaHuyeH cOOCTBEHHUKOM HMH(OpMaIuy;
® CBEIEHUS O YAaCTHOW JKM3HM TpaXKAaH (IEpCOHAIbHBIC JaHHBIE), JOCTYH K
KOTOPBIM OTPaHUYCH;
e OTKpbITas uHGpoOpManus, HeoOXxoaumas nisi oOecredeHus: HOPMaIbHOIO
¢dbynkuuonnpoBanus Kombunara.

9. PUCK U MOJIEJIb YT'PO3 HH®OPMAIIMOHHOM BE3OIACHOCTH

9.1. Pucku nHpOpMAUMOHHOI 0€30MaCHOCTH

Puck Ub — 310 moTeHIManpHas BO3MOKHOCTh MCIOJIB30BAHUS YSI3BUMOCTEH aKTHBa
WIH TPYNIbl aKTUBOB C KOHKPETHOM yrpo30il uist mpuunHeHus yuepoa. s ynpaBieHus
puckamu Kb HeoOXOAMMBI COOTBETCTBYIOIIME METOJBI ONpeAeieHuss U 00paboTKu



PUCKOB, KOTOpbIE MOIYT BKJIIOYATh pacyé€T 3aTpaT U 3KOHOMHUYECKOro 3¢gexra,
TpeOOBaHMs 3aKOHOJATENIbHBIX AKTOB, MHTEPECHl 3aMHTEPECOBAHHBIX CTOPOH U JIpyrue
COOTBETCTBYIOIINE JAHHBIE.

[Iponiecc ompeneneHus PUCKOB, BKIIOYACT WICHTHU(PUKAIMIO, CPaBHUTEIbHYIO
OLICHKY PHMCKa, U Ha3HAYCHHE UM IPUOPUTETOB B COOTBETCTBUU C KPUTEPUSMM NPUHATHUS
pHCKa U BaXXHOCTBIO Liesiel. Pe3ynprarel onpenenenus puckos b nmoMoryr pykoBoacTBy
KomOuHaTa NpuHATH pelleHUus OTHOCUTEIBHO YIpasieHus puckamu b, HazHaueHus
IIPUOPUTETOB IIpU yIpaBieHUH puckamu Vb u BHeIpeHus COOTBETCTBYIOLIUX CPEICTB
yIpaBiIeHHs O€30MIaCHOCTBIO IS 3aLIUTHI OT 3TUX PUCKOB.

IIpomecc ompeneneHuss pPUCKOB BKIIOYAET CHCTEMATUYECKUHM METOJA  OLICHKHU
BEJIMYMHBl PUCKA (aHAJIM3 pHUCKA) U TPOLIECC CPAaBHEHUS NPEANOIaraéMoro pHcka ¢
COOTBETCTBYIOIIMMH KpPUTEPUSAMH pHCKa. OmpenencHue pucka AOJDKHO BBITOJIHITHCS
MEPUOJUYECKH, 3TO MO3BOJUT CBOEBPEMEHHO YUUTHIBaTh M3MeHeHus TpeOoBanuit b u
BO3HMKHOBEHHME PHUCKOBAHHBIX CHTyallMil, a TakKe IPOU3OLIEAIINE CYIIECTBEHHbIE
u3MeHeHus. s onpeneneHus pucka cieqyeT UCIOIb30BaTh METOABI, 00ECIeUNBAIONINE
COIIOCTABUMBIE U BOCIIPOU3BOJUMBIE PE3YJIBTATHI.

Jia sddextuBHoro omnpexnenenus pucka UMb uérko ompepensercs ob6iacTe ero
neiictBus. Onpenenenue pucka b Oyner B3anMOCBSI3aHO C OINpeNeIeHUSIMU PUCKOB IS
Apyrux obnacteil nestenpHOCTU (Mpu HeobxoaumocTH). Jlo Hauyama oOpabOTKU PUCKOB
YCTaHaBJIMBAETCS] KPUTEPUU MPUHATHUS pUCKOB. PUCK pUHKUMaeTCs, €Ciu ONpenesaeHo, YTo
€ro ypoBeHb HHU3KUHA WJIM CTOMMOCTH €ro 0OpabOTKM 3KOHOMHYECKH HEBBITOJIHA, 3THU
KPUTEPUH TOKYMEHTHUPYIOTCS.

[Tocne ompeneneHuss pucka s KaxJ0TO HJIECHTH(QHUIMPOBAHHOTO PHUCKA JIOJKHO
ObITh MPUHATO perieHre 00 ero oopadotke. K Bo3MOXHBIM omnuusM oOpabOTKH PUCKOB
OTHOCSITCSI:

® [IPUMEHEHHE COOTBETCTBYIOINX CPEJCTB YNPABIEHUS JJI1 CHUKEHUS PUCKOB;

® OCO3HAaHHOE€ U OOBEKTUBHOE TNPUHATHE PUCKOB, €CIM OHHU OJHO3HAYHO

YIOBIIETBOPSIOT TPEOOBAHUAM M KPUTEPUSAM IIPUHATHS PUCKOB;
® pa3JelieHHEe COBMECTHBIX pPHCKOB C JPYTMMH CTOpPOHamH, Halpumep,
CTPaxOBIIMKAMH WJIM MOCTABIIUKAMHU.

[Tocne npunsTus pemenus 06 00paboTKe PUCKOB UCIOIB3YIOTCS COOTBETCTBYIOIIHNE
CpeICTBa YIpaBJIEHUs, KOTOpble Mpexae ObLUIM BBIOpaHbI M BHeApeHbl. llpu ciydasx
JI0CTyIa CTOPOHHUX OpraHu3anuil K nHGopMalroHHbIM akTuBaM KomOuHata u cpencrsam
00paboTku mHpOpPMAIMH HEOOXOAMMOTO MO MPOM3BOJICTBEHHBIM NMPUYHMHAM, a TaKXKe, B
Cllydyae MOJy4yeHHUsi TOBApOB U YCIYI OT CTOPOHHUX OpraHW3alui, MPOBOJAUTCS aHAIMU3
PUCKOB JJIsl ONpeesieHUsT BO3MOXHBIX MOCIEACTBUM JUisi 0e30MmacHOCTH MH(OpMauu u
TpeOOBaHUI K CPEJICTBAaM yIpaBiieHUs. Takue MeponpusTUs CIEAYET COTJIaCOBBIBATH U
OIIpeNeNsATh B JOrOBOPAX CO CTOPOHHEH OpraHu3aIiei.



Bce nelictBus mo ompejaenieHuio, 00paOOTKE M MPUHATHIO PHUCKOB, OOMEHY

uH(popmaIeli OTHOCUTEIHHO PHUCKOB, MOHUTOPHUHTY PHCKOB, JOJDKHBI BBITIOJHATHCS B
cootBeTcTBUU co cTangapToM Oz DSt ISO/IEC 27005:2013.

9.2. Yrpo3bl HHGOPMALUOHHOW 0€30MACHOCTH M UX HCTOYHUKH

Bcé MHOXKECTBO MOTEHIIMANBHBIX YTpo3 0€30MacHOCTH WH(OPMAIIMH 10 MPUPOJE UX

BO3HUMKHOBEHHSI pa3JIeNsIIOTCS Ha JiBa KJacca: €CTeCTBEHHbIE (OOBEKTUBHBIE) U

HCKYCCTBEHHBIC (CYOBCKTUBHBIC).

EcrecTBeHHBIE yrpo3bl - O3TO yrpo3bl, BBI3BAHHBIC BO3JCHCTBUSAMH Ha
MH(OPMALIMOHHYIO CUCTEMY MU €€ KOMIIOHEHThl OOBEKTHUBHBIX (PU3NUYECKUX
IPOIIECCOB TEXHOI'€HHOI'O XapakTepa WM CTUXUHUHBIX NPUPOAHBIX SBJICHUH,
HE3aBUCALINX OT YEJIOBEKa;

HckyccTBEHHBIE YIPO3bI - 3TO YIPO3bl, BHI3BAaHHBIE JI€ATEIHHOCTHIO YETIOBEKA.

Cpenu HUX, HCXOJS U3 MOTHBAITUHU JEHCTBHUIA, MOYKHO BBIJICIIUTH:

HeMpeHaMepeHHbIe  (HEYMBILUICHHBIE, CIIy4ailHble) YIpO3bl, BBI3BAHHBIE
OIMOKAaMU B TMPOCKTUPOBAHUM HH(POPMAIMOHHOW CUCTEMBI U €€ DIEMEHTOB,
omuOKaMu B JEHCTBUSIX MEpcoHama u T.11.;

npeIHaMepeHHble  (YMBIIUICHHBIE) YIPO3bl, CBSI3aHHBIE C KOPBICTHBIMH,
UCHHBIMU WM UHBIMU YCTPEMIICHHUSIMHU JIIOJIeH (37T0YMBIIIJICHHUKOB).

HcTouHuku yrpo3 1mo OTHONIICHUIO K caMOil HH(POPMAIMOHHON CHCTEME MOTYT OBITh

KaK BHCIIHKUMH, TaAK 1 BHYTPCHHUMU.

OCHOBHBIMH ~UCTOYHUKaMH yrpo3 Oe3zomacHoctn uHpopmannu KomOuHaTa

SABJIAIOTCA:

HenpeaHaMepeHHbIe (oOoUHbIe, CaydaiiHble, 0€3 370r0 YMBbICIAa U KOPBICTHBIX
1eneit) HapyIIeHUsl YCTAaHOBJICHHBIX PETJIAMEHTOB cOopa, 00pabOTKHU U mepeaayn
uHpopMalMM, a Takxke TpeOoBaHMM Oe30macHOCTH HMHQOpMAUUU U Apyrue
JICHCTBUS TOJIb30BaTeNield nHPopMamoHHbIX cucteM KomOuHaTta (B TOM yucie
COTPYIHUKOB, OTBEYAIOMIMX 32 OOCIY)KMBaHHE U aJMHHHUCTPUPOBAHUE
KOMITOHEHTOB UH(POPMAIMOHHBIX CHUCTEM), MIPUBOJIAIINE K
HEIPOU3BOJIUTENBHBIM 3aTpaTaM BPEMEHHU M PECYpPCOB, Pa3rJalleHUIO CBEACHUN
OTPaHUYEHHOTO  PACHpOCTPAHEHHUs, TMOTepe LEeHHOM uHoOpMalUuu WU
HapyIIEHUIO pab0oTOCTIOCOOHOCTH KOMIIOHEHTOB HH(POPMAIIIOHHOW CUCTEMBI;

npeaHaMepeHHble (B KOPBICTHBIX LEJNSIX, M0 MPUHYKICHUIO TPETbUMU JIULIAMH,
CO 3JBIM YMBICIOM Y T.1.) JCWCTBHUS  JIETaJlbHO JOMYUIEHHBIX K
uHpopMalMoOHHBIM pecypcam KomOunata monbp3oBaTeneii (B TOM 4ucie
COTPYIHUKOB, OTBEYAIOIIMUX 3a OOCIy)KMBaHHE U aJMHUHHUCTPUPOBAHUE
KOMIIOHEHTOB ~ WH(MOPMAIMOHHBIX  CHCTEM), KOTOpbIE  TPUBOAAT K
HEIPOM3BOJIUTENBHBIM 3aTpaTaM BPEMEHHU M PECYpPCOB, Pa3IJIalleHUIO CBEACHUM
OTPAaHUYEHHOTO  PACHpOCTPAHEHHUs, TOTepe LEeHHOM uHbOpMaLUU WU



HapyImeHuio paboTOCOCOOHOCTH KOMITOHEHTOB HWH(OPMAIIMOHHBIX CHCTEM
KomoOunara;

JESATENBHOCTh NPECTYNHBIX TIpynn U (OpPMHUPOBaHUM, NOJUTHYECKUX U
SKOHOMHMYECKHX CTPYKTYp, a TaKKe OTIEIbHBIX JHUI[ M0 JOOBIBAHUIO
uHbOpMaIInH, HaBSI3bIBAHUIO JIO’KHOM uH(pOpMaLINH, HapYIICHUIO
pabotocrnocodHocT HMH(POPMAMOHHBIX cucTeM KomOuHata B 1enom u €€
OTJIEIbHBIX KOMIIOHEHTOB;

ylaja€HHOEe HECAaHKIIMOHMPOBAHHOE BMENIATENIbCTBO MOCTOPOHHUX JIMI[ U3
BHEIIHUX CETell 00IIero HasHaueHus (MpexJe Bcero ceth MHTEpHET) udepe3
JeraqbHble U HECAHKIIMOHWPOBAHHBIE KaHAIbl MOAKIIOUEHUS K TaKUM CETSM,
UCIIOJIb3Yys HEJOCTAaTKU MPOTOKOJIOB OOMEHA, CPECTB 3allUThl U pa3rpaHUYEHUs
yIaa€HHOTro TOCTYIA K pecypcam;

OIIMOKHM, JOMYIIEHHBIE TpPH pa3paboTKe KOMIOHEHTOB WH(OPMAIIMOHHBIX
cucteM KoMOumHaTa ¥ MX CHCTEM 3alllUThl, OLIMOKM B MNPOrpPaMMHOM
oOecreyeHnn, OTKa3bl U COOM TEXHMUYECKHX CPEACTB (B TOM YHCIE CPENICTB
3aIUThl UHPOPMAIMHU U KOHTPOJIA 3 (PEKTUBHOCTH 3aIIUTHI);

HapylieHue npaBui dKkcruryaranuu UC;

aBapuu, CTUXUITHBIC O€/ICTBHUS.

HaubGonee 3naummbiMu yrpo3amu  Oe3zomacHoctu uHpopmarnun  KomOunata

(cmocobaMu HaHeceHus yiiepOa cyObekTaM HH(POPMAIIMOHHBIX OTHOIIECHUH) SIBIISFOTCS:

JeUCTBUS, MPHUBOJAIIMNE K YAaCTUYHOMY WJIM TIOJHOMY OTKa3y paboOThl CeTH,
pa3pylIeHUI0 anmnapaTHbIX, MNPOrPAaMMHBIX M HH(OPMAIMOHHBIX PECYPCOB
(mopua oOopymoBaHMs, ynaleHWE W/ WA HCKaxeHue (ailioB ¢ BakHOU
uH(popMaIuei);

HEMpaBOMEpPHOE OTKIIIOUEHHE 000pY/0BaHUS UM M3MEHEHHE PEXUMOB PadOThI
CHCTEM DJICKTPOIUTAHUS, OXJTaKICHUS, BEHTHISALIUH, BUJICOHAOIIOIEHUS H T.11.;
HeserajibHas YCTaHOBKAa M MCIOJb30BAaHUE HEYUYTEHHBIX MPOrpaMM (MTPOBBIX,
00yYaromux, TeXHOJIOTUYECKUX U JIPYTUX, HE SBIISIOIUXCS HEOOXOUMBIMU IS
BBITNIOJIHEHUSI COTPYAHUKOM CBOMX CIIY>KEOHBIX 00sI3aHHOCTEH);

HapyluieHue  KOH(QUACHUMATbHOCTH  (pa3rjlallleHue, yTeuka) CBEJEHUH,
COCTABJISIIOIIUX CIY>KEOHYIO MM KOMMEPYECKYIO TallHy, a TAaK)Ke IMePCOHAIbHBIX
JTAHHBIX;

nopya W/WIM  YMBIIUICHHOE YHUYTOXXEHUE JJIEKTPOHHBIX M OyMa)KHBIX
HOcHTeNel HHPOpMAaIIHH;

3apa)KeHUe CeTU W/WiH pabouel CTaHIIMU BPEIOHOCHBIMU IPOrPaMMaMHU;
HepoctynHocTh UC/MP B pe3yibpTare HECAaHKIIMOHUPOBAHHOTO BMEIIATEIHCTBA B
ux pabory;

HECAHKIIMOHUPOBAHHOE U3MEHEHHE TJIABHOM CTpaHMIIbI BeO-caiTa;
HECAaHKIIMOHUPOBAHHBIM J0CTyNl B ¢aiinoByro cuctemy WP ¢ mocnemyrommm
pa3MEIEeHUEM BPEJOHOCHOTO KOHTEHTA;

DoS u DDoS-araku nva UC/UP;



e HECaHKUMOHUpOBaHHBIN fnoctyn B UC;

e B3ioM 3amutel UC/UP;

e BBEACHUEC CIEIUAJIBHBIX MPOTPAMMHBIX WJIM aNNapaTHbIX CPEACTB IS
NOJIYY€HUSI HECAaHKIIMOHUPOBAHHOTO A0CTYyMa K 3auuuieHHoi UC;

® U3MEHEHHE, MOBpEeXKACHHUE, yaaleHue nupopmannu, xpansiieiics B IC, a paBHO
BHECEHUU B HEE 3aBEJOMO JIOKHOU HH(OpMaIuu 6e3 pa3pelieHus COOCTBEHHUKA
WM 3aKOHHOT'O BJIaJIeJIbIlIa 3TOW HH(pOpMaIny;

® HECAHKIMOHHUPOBAHHOE BMENIATEILCTBO B PabOTy CEPBEPHOTO OOOpPYAOBaHUS
nim UC/UP;

® HECAaHKUIMOHUPOBAHHOE  YHUYTOXKECHHE, OJlokupoBaHue,  MoaAUQUKALKS,
KOMMPOBAHKUE WJIM TMepexBaT MH(OpMAIUU, XpaHsIIelcs WU MepeaBaeMoil, B
NC/P nyTtéM BHECEHUSI U3MEHEHUI B CYHIECTBYIOIIME TPOTPaAMMBbI;

e pa3paldOTKa, WHCIOJIB30BAaHUE W PACIPOCTPAHCHHUE CIEIUATBHBIX BUPYCHBIX
Iporpamm;

e pyrue uHOUAEHTHI Wb, CBSI3aHHBIE C  HApylIEHUEM  HOPMaJbHOMU
paborociocobnoctu  MC/MP  w  wumeronme  npeaHaMEpeHHBId WU
3JI0yMBILIJIEHHBIN XapaKTep.

10. MOJEJIb HAPYIIUTEJISI UHOOPMAILIMOHHON BE3ONNACHOCTH

Hapymmrenun wuHbopManoHHON 0€30MacHOCTH MO CBOEH NPHHAJIC)KHOCTH
pa3AeNsatoTCs HA JIBE TPYIIIbl: BHYTPEHHHUE U BHEIIIHUE.
e BHYTPEHHUH NOTEHUMAJIBHBIN HAPYILINUTENb — [IEPCOHAT OPTaHU3ALMH, UMEIOLIUE
CaHKIIMOHUPOBAHHBIN JIOCTYI HA TEPPUTOPUIO 0OBEKTOB MH(OpPMATHU3AIUY;

e BHEIIHUUI NOTEHIMAIbHBINA HAPYIIUTEb — BCE OCTAJIbHBIC JIULIA.

10.1. HepopmanbHast MoJesib BO3MOKHBIX HAPYIIUTeJIei

Hapymmmrens — »53T0 J5MIO, KOTOpPO€ NPEANPHUHSIO TOMbBITKY BBIMOIHEHUS
3anpeIIEHHBIX omepanui (IecTBUi) Mo omuOKe, He3HAHHWIO WM OCO3HAHHO CO 3JIbIM
YMBICIIOM (M3 KOPBICTHBIX MHTEPECOB) UM 0€3 TAKOBOTO (pajyl UTPhl UM yIOBOJILCTBHUS, C
LEeIbI0 CAMOYTBEPKJICHHUS U T.11.) U UCTIONb3YIOIIee ISl 3TOTO Pa3IMyHbIe BO3MOXHOCTH,
METO/Ibl U CPECTBA.

3JI0yMBIIVIEHHUK - HapyIIUTENb, JACUCTBYIOUIMA HAMEPEHHO W3 KOPBICTHBIX,
WJEHHBIX W UHBIX MOOYKICHHM.

Cucrema obOecrnieyenusi wuHpOpMaAMOHHONW Oe3omacHocTn KomOuHara momkHa
CTPOUTBCS UCXO U3 MPEANOJI0KEHUN O CIENYIOUIMX BO3MOXKHBIX TUIIAX HapyLIUTENIEH B
cucteme (¢ y4€TOM KaTeropuu JUL, MOTHUBAIIMH, KBATHU(PUKALNU, HATHUUS CTIEIHUATIbHBIX
CPEACTB U Jp.):

e HexomnereHTHBII (HEBHUMATENBHBIN) MOJIb30BATENb - COTpyAHUK KomOuHaTa

(wmm  fpyroil  opraHu3alW{, SIBISIFOIIMICS — JIETajJbHBIM  I0JIb30BATEIEM
uHpopMmaoHHO cucteMbl KomOmHaTa), KOTOPBII MOXET NpEeANPUHIMATH



TIOTIBITKA  BBITIOJTHEHHSI 3allpPEIIEHHBIX JIEWCTBUM, JOCTyNa K 3allAIaeMbIM
pecypcaM HMH(GOPMAITMOHHOW CHCTEMBI C TMPEBBINICHHEM CBOUX ITOJHOMOYHM,
BBOJIa HEKOPPEKTHBIX JaHHBIX, HAPYIICHHS MPABWI M PETIAMEHTOB PalbOTHI C
nH(pOPMAIMEH U T.II., IEHCTBYS MO OMIMOKE, HEKOMITETEHTHOCTH HMJTU XaJIaTHOCTH
0e3 370ro yMbICIIa W HUCHOJB3YIOIIUH TPH OSTOM TOJBKO INTAaTHBIC
(mpenocTaBleHHBIE) CPEICTBA.

Jlrooutenan - corpynuuk KomOuHaTa (MM Apyroi opraHu3alliu, SBISIONIHIACS
3apeTUCTPUPOBAHHBIM TTOJIb30BaTeeM HH(POpPMAaMOHHON cucTeMbl KomOnHaTa),
MBITAIOIIMACS HAPYIIUTh CUCTEMY 3alIUThl 0€3 KOPBICTHBIX IEJIed WU 3JI0TO
yMBICJIa JUII CaMOYTBEpXKIcHHS. [IJIs TMPeoJoJeHUS CHCTEMBI 3allUuThl U
COBEpIICHUS 3aNpemEHHBIX JCUCTBUA OH MOXET HCIIONIh30BaTh Pa3InIHBIC
METOJbI TIOJYYCHHS JIOTIOJHUTEIBHBIX TOJIHOMOYHH JIOCTyNla K pecypcam,
HEJIOCTaTKH B TOCTPOCHUU CHUCTEMbI 3alllUTBl U JOCTYIIHBIC €MY IITATHBIC
cpencTBa (HECAaHKIIMOHUPOBAHHBIC JCUCTBUS MOCPEICTBOM IMPEBBIMICHUS CBOHMX
MOJTHOMOYMH Ha WCIOJB30BaHHE pa3pelI€éHHbIX cpeacTB). [lomMmumo 3TOTO, OH

MOKET IIBITATHCS UCII0JIB30BAaTh JIOTIOJTHUTEIIBHO HEIITaTHBIE
MHCTPYMEHTAJIbHBIE U TEXHOJOTUYECKHE IIPOrpaMMHBIE CpEICTBa,
CaMOCTOSITENIBHO pa3palboTaHHbIE IIPOrpaMMBbl WIH CTaH/apTHBIE
JOTIOJHUTEIIBbHBIE TEXHUYECKNE CPECTBA.

BuyTpenHuii 3JI0yMbIILIEeHHUK - coTpyaHuk KomOunara (uam papyroit
OpraHu3aluy, ABJISIIOLLUNCS 3apEeruCTPUPOBAHHBIM II0JIb30BaTEIIEM

nHpopManimoHHoi cuctembl KoMOuHaTa), JEHCTBYIOMIMM IIEJICHANPABICHHO U3
KOPBICTHBIX MHTEPECOB MJIM MECTH 32 HaHECEHHYIO OOHy, BO3MOXKHO B CTOBOPE
C JMIAMH, He SBIAOIMMUCA coTpyaHukamu KomOunata. OH MOXeET
WCIIOb30BaTh BECh HAOOp METOJAOB U CPEICTB B3JIOMAa CHUCTEMbl 3alllUTHI,
BKJIIOYAsl areHTYpPHbIE METOJbl, MAaCCHUBHBIE CpEJCTBA (TEXHUUYECKHE CPEJCTBa
nepexmsara), METOABl M CpPEACTBAa AKTHUBHOTO BO3ACHCTBUS (MoaudUKaius
TEXHUYECKUX CPEJICTB, MOJAKIIOYEHNE K KaHaJaM IMepeaaur JaHHBIX, BHEJIPEHUE
MPOTPAMMHBIX 3aKJIaJI0K U MCIIOJIb30BaHUE CHEIUATBHBIX UHCTPYMEHTAJIBHBIX U
TEXHOJIOTHYECKUX MTPOrpaMM), a TaKKe KOMOMHAIIMK BO3/ICUCTBUM, KaK U3HYTPH,
Tak u u3BHe KoMOuHara.

BHeminmii  3JIOyMBIIUIEHHHUK -  T[IOCTOPOHHEE  JIMIO, JIEUCTBYIOIIEE
[eJICHANIPABIEHHO M3 KOPBICTHBIX WHTEPECOB, MECTH WM W3 JIFOOOMBITCTBA,
BO3MOJKHO B CTOBOpE € ApYruMu aunaMu. OH MOXKET MCHOJIb30BaTh BeCh HA0OP
METOJZIOB M CPEJICTB B3JIOMa CHCTEMBI 3aIllUTHI, BKIIOYAsl areHTYPHBIE METO/IbI,
MacCUBHBIE CPEJCTBA (TEXHUYECKUE CPEICTBA IMEpPEeXBaTa), METOJbI U CPEJICTBA
aKTUBHOTO BO3JCHCTBUS (MOAUPUKAINS TEXHUYECKUX CPEJICTB, TOIKIIOUECHUE K
KaHaJlaM Tepeladyd JaHHBIX, BHEAPEHHE MPOrPAaMMHBIX 3aKIaJoK |
WCIIOIb30BAHUE  CHEUUATBHBIX HMHCTPYMEHTAIBHBIX U  TEXHOJOTHMYECKUX
mporpamMm), a Takke KOMOWHAIMM BO3JEHCTBHM, KaK W3HYTPU, TaK U H3BHE
Kombunara.



BHyTpeHHHM HapymmTeneM MOXET OBITh JIMI0 €3 CICAYIONUX KaTETOPHi
cotpyaaukoB KomOuHara:

®  3apEruCTPUPOBAHHBIE TIOJIH30BATEIN HHPOPMAIIMOHHBIX cucTeM KomOuHara;

®  COTPYJIHHUKH Kom6uHara, HE SIBJISTFOIITECS 3apeTrUCTPUPOBAHHBIMU
MOJIB30BaTEISIMU W HE JOMYIICHHBIE K pecypcaM HHOOPMAIMOHHBIX CHCTEM
KomOunara, HO uMeronIe A0CTYN B 3/1aHUS U TTIOMEIIICHHUS;

e MepcoHal, oOCTyKHBAIOIINK TEXHUYECKHUE CPeacTBa WH(DPOPMAIIMOHHBIX CHCTEM
KombOuHara;

e COTpyIHHMKH mojnpasneineHuii KomOuHarta, 3aieiicTBOBaHHBIE B pa3paboTKe W
COTIPOBOKJICHUH TOT'O WM HHOTO IMMPOTPAMMHOTO 00CCTICUCHUS;

® COTPYIHUKH MOApa3esieHuil o0ecrieueHus 0e3omacHocT KomOuHaTa;

®  PYKOBOIUTEIH PAa3THIHBIX YPOBHEH.

Kareropuu nuii, KOTOpble MOT'YT OBITh BHEIIIHUMHU HapyIIUTEIISIMU:
e yBOJIEHHBIE cOTpyAHHKU KomOuHara;

® MpEJCTaBUTEIIH OpraHu3aIui, B3aUMO/ICHCTBYIOIIHNX §(0) BOIIpOCcam
TEXHUYECKOTO  COMPOBOXKJEHUA HWH(DOPMALIMOHHBIX CHCTEM U PECYpPCOB
KombOuHara;

® [IOCETUTEIIN (mpencTaBUTENH KOMITaHUH, ITOCTaBJISIOIINX TEXHUKY,

IIporpaMMHOe o0ecriedyeHue, yCIyr U T.11.);

® TIPEeACTABUTEIM KOHKYPUPYIOIINX OpraHU3alNL;

® UJeHBl TPECTYNMHBIX OPTraHW3alWH, COTPYAHUKH CIEICIYyXO0 WIM JHIIa,
JIEVCTBYIOIIHE 110 UX 3aJIaHUIO;

® JIMIA, CIIyYallHO WM YMBIIUICHHO TMPOHHKINAE B MH(POPMAIMOHHBIC CHCTEMBI
KomOuHaTa 13 BHEITHUX TEIIEKOMMYHUKALIMOHHBIX CeTeH (XaKepsl).

[Tonb3oBarenu u oOCTYXMBAIOIIMUKA MepcoHaN M3 uucia coTpynHukoB KomOuHaTa
MOTEHIIMAIIBHO UMEIOT HIMPOKHE BO3MO>KHOCTH o OCYILECTBJICHUIO
HECAaHKLIIMOHUPOBAHHBIX JEHCTBUM, BCIEACTBUE HAJIWYUSA Yy HHUX OIpPEAEIEHHBIX
MOJIHOMOYMH MO JIOCTYNy K HWH(OPMAIMOHHBIM pecypcaM M XOpOILEro 3HaHUus
TEXHOJOTUU 00pabOoTKK MH(OPMALIMH U 3aIUTHBIX MEP.

Ocobyro KaTeroputo COCTaBIIAIOT aIMUHUCTPATOPbI Pa3INYHBIX
aBTOMATHU3UPOBAHHBIX CHUCTEM, HMEIOIIME IPAKTUYECKH HEOTPAHUYEHHBIM JOCTYN K
MH(OPMALIMOHHBIM pecypcaM HH(POPMAIMOHHBIX CHUCTEM M KOMIIOHEHTOB JIOKaJIbHOU
ceTd. YUCIEHHOCTh JAaHHOM KaTeropuu MmoJib3oBaresiel JoJIHa ObITh MUHUMAJIbHOM, a UX
JICUCTBUS JIOJDKHBI HAXOOUThCS TOJ  0OO0sS3aTENbHBIM  KOHTPOJEM CO  CTOPOHBI
OTBETCTBEHHBIX 3a obecneuenue 1b.

VBoJIGHHBIC COTPYAHUKH MOTYT UCIIOJIb30BATb AJIA JOCTHIKCHUA ueneﬁ CBOH 3HaHUA
O TEXHOJIOTHH pa6OTbI, 3alllUTHBIX MC€pax H IpaBax A0CTyIIa. HOJ'Iy‘IGHHI)Ie BO BpCMs
pa6OTBI Ha KomOnHaTe 3HaHUS U OIBIT BBLJICTIAIOT UX CPCAU APYTHNX UCTOUYHMKOB BHCHIHUX

yrpos.



[Ipodeccuonanpuble  Xakepbl HUMEIOT  HaumbOJee  BBICOKYI0  TEXHHUYECKYIO
KBaM(UKAIIMIO W 3HAHUS O CHa0OCTSIX NPOrPaMMHBIX CPEJICTB, HCIHOJb3yEeMBbIX B
aBTOMATHU3UPOBAHHBIX cUCTeMax o00paboTku wuHopMauuu. OHU HOPENCTABISIIOT
HauOOJIBIIIYI0O yTPO3y TMPU B3aUMOJCUCTBUU C pPaOOTAOIIMMU WA YBOJEHHBIMU
COTpYIHUKAMHU.

Opranuzanuu, 3aHUMarOmuecss  pa3pabOTKOW, TMOCTaBKOW, PEMOHTOM U
oOciyXKuBaHHEM OOOpPYAOBAaHUS, MPEJCTABISAIOT BHEIIHIOIO Yrpo3y B CHUIYy TOTO, YTO
AMU30/IMYECKH HUMEIOT HEMOCPEACTBEHHBIN JOCTYNl K MHQPOPMAIIMOHHBIM pecypcam
KomOunara.

[IpuHEMarOTCS CleayromMe OrPaHUYCHHS U MIPEAIIOJIOKEHUS O XapaKTepe ACHMCTBAN
BO3MOXHBIX HapyIIUTECH:

® HApPYIIUTENIb CKPHIBAET CBOM HECAHKIHOHHWPOBAHHBIC JEUCTBUS OT JAPYIHX
COTPY/IHUKOB;

® HECAaHKIMOHHPOBAHHbIE JEMCTBUA MOIYT OBITh  CIEACTBUEM  OIIMOOK
NI0JIb30BaTENEeH, SKCIUTYaTUPYIOIIEr0 U OOCIYKUBAIOLIETO MEPCOHANA, a TaKkKe
HEJIOCTaTKOB MPHUHATOM TEXHOJOTUM OOpabOTKH, XpaHEHUs U Mepenadu
uH(popMaLny;

® B CBOEH JIEATEIBHOCTH BEPOSATHBIM HApYIIMTEIh MOXKET HCIOJIb30BaTh JIOOBIE
UMEIOIINECS CPEJCTBA MepexBaTa HHPOpMAIMH, BO3EHCTBUS Ha HHPOPMALIUIO U
NP, anexBatHble (PMHAHCOBBIE CPEACTBA AJIS MOAKYNA COTPYJHUKOB, HIAHTAX U
IpYrUe CPEeACTBA U METOABI JUIsl JOCTHIKEHUS CTOAIIUX NIEPE] HUM LIENICH.

11.MEPbIl THOOPMAIIMOHHOM BE3OITACHOCTH

Mepbl obecnieueHus1 HHPOpMALMOHHOM 0€301aCHOCTH

OcHoBHBIE Mephl oOOecnieueHuss WHGOpMaMoOHHOW Oe3omacHoctn  KomOuHaTa
MOJIPa3AETSIOTCS Ha:

® TIPaBOBBIC MEPHI;

®  MOpPaJbHO-ITHYECKUE MEPHI;

®  OpraHU3alMOHHBIC MEPHI;

®  TEXHOJOTHYECKHE MEPHI;

®  MHKECHEPHO-TEXHUYECKUE MEPHI;

® TIPOrpaMMHO-AIIAPATHBIE MEPHI;

e (uzMUecKue Mephl;

L4 MCPBI B OTHOIICHUAX C BHCIIITHUMU I10JIb30BATCIIAMU.

IIpaBoBbIe (3aKOHOIATEJbHBIE) MepPbl 3aIIUTBLI - K MPABOBBIM MEpaM 3alllUThI,
npuMeHnsembiM Ha KomOunarte oTHOcsTCs nelicTByromue B PecnyOnuke Y30ekucran
3aKOHBI, yKa3bl M HOpPMATUBHBIE aKThl, PErJIAMEHTUPYIOLIME TMpaBuiia OOpalieHus ¢



uHpOpMaIMel, 3aKpeIUIsonIie npaBa M OOS3aHHOCTH YYaCTHUKOB HH(OPMALMOHHBIX
OTHOIIIEHUI B mporecce €€ oOpabOTKM U HMCIOJIB30BaHHUSA, a TaKXKE YCTaHABJIMBAIOLIUE
OTBETCTBEHHOCTh 3a HApyLIEHUS 3THX IPABWJI KOTOPbIE B CBOK OYEpENb ONEPATUBHO
pacnpocTpaHsaroTcss (AOHOCATCS 10 coTpynHukoB) KomOuHata B BHIE BHYTPEHHHX
PYKOBOJSAIINX JOKYMEHTOB (IIPUKA30B, IOJIOKEHUM, PACTIOPSHKEHHUM, PEKOMEHIAIINIA)
yepes ciyk0y opuc-MeHepKepa o npeacTaBiieHuto pykoojctea Y AlL

[IpaBoBBIE MEpHI 3aIIUTHI HOCST B OCHOBHOM YIPEXAAIOUINH, MPOPUIaKTHIECKUI
XapakTep U TPeOYIOT TMOCTOSHHOW pa3bsICHUTEIBHON paldOThl C MOJB30BATEISIMU U
00CTyXKUBaOIKUM [IEPCOHATIOM UH(POpPMAIMOHHBIX pecypcoB KoMmOuHara.

Cotpyanuku KomOuHaTa, BKJIHOYash NPAKTUKAHTOB, KOHTPAKTHUKOB M CTaXEPOB
JIOJDKHBI O3HAKOMUTHCS C TpeboBaHusaMu Hacrosimed I[lomutuku Wb mox pocnuch B
Kypnane 03HaKOMIIEHHS COTPYIHHMKOB, KOTOpbIM npuBeAéH B Ilpmiiokenuum Ne 1 k
Hactosaweit [Tlonntuke Ub.

MopanbHO-3THYECKHE Mepbl 3alUTBI - K MOPAIBHO-ITUYECKUM MeEpam,
npuMeHseMbiM Ha KoMOuHaTe OTHOCSITCS HOPMBI TOBEACHHS, KOTOPBIE TPaJAUIIMOHHO
CIOXKWINCh WM CKJIQABIBAIOTCS IO MeEpe pacrnpocTpaHeHUs WHGOPMAIMOHHBIX
TEXHOJIOTHI B 0011I€CTBE. DT HOPMBI OOJIBIIIECH YaCThIO HE SIBIIAIOTCS 0053aTeIbHBIMU, KaK
3aKOHOJATENIbHO YTBEPKIEHHBIE HOPMATHBHBIE aKThl, OJIHAKO, UX HECOOIIO/IEHNE MOXKET
MPUBECTH K MAJCHUIO aBTOPHUTETA, MPECTUka 4esoBeka, rpynmbl nui win KomOunara B
1enoM. MopallbHO-3THUYECKHE HOPMBI OBIBAIOT KaK HEMHCAaHbIC, TAaK U MHCAHBIE, TO €CTh
odopMIIEHHBIE B HEKOTOPBIN CBOJI (YCTaB) MpaBHJI WU TIpeanucanuii. Bcem coTpyaankam
HEOOXOJIMMO OTpPaHUYHUTh Cce0sl OT JEWCTBM, MOpOYAlIMX JIEJOBYIO pEILyTalHio
Komb6unara, Tak ke, coOnoaaTh npaBuia 3TUKETA.

MopallbHO-3THYECKHE MEPBI 3aIIUTHl ABJSIIOTCS MPOQUIAKTHYCCKUMH U TpeOyIoT
MMOCTOSTHHOM pabOThl MO CO3JIaHHUIO 3JI0POBOTO MOPAJBLHOTO KIMMaTa B KOJIJICKTHBaX
MOJIPA3JICICHUA M CHIXKAIOT BEPOSITHOCTh BO3HUKHOBEHUS HETAaTUBHBIX JICMCTBUU,
CBSI3aHHBIX C YEJIOBEYECKHM (PaKTOPOM.

OpranuzanuonHbie (aAMHHUCTPATHBHBIE) Mepbl 3alIUTBI - O3TO MEpHI
aJIMUHHCTPATUBHOTO XapakTepa, npuMeHseMmble Ha KomOuHate B Buae pa3pabOTaHHBIX U
YTBEPKACHHBIX MHCTPYKLUH, PETJIaMEHTOB, MPAaBHJ HCIIOJIBb30BaHUS HH(POPMALMOHHBIX
pPECYpCOB a Tak ke MHPpOopMaMOHHbIX crucTeM KomOuHaTa, MoyoKeHU U TOJKHOCTHBIX
MHCTpYKIM coTtpynHukoB WT, pernaMmeHTupyromue mponecchl (yHKIMOHUPOBAHUS
CUCTeMBbl ~ OOpabOTKM  JaHHBIX, HCIOJNB30BaHHE €€  PpecypcoB, IESATEIbHOCTD
OOCIIy’)KMBAIOILIET0 MEpCOHala, a TakXKe MOpSAAOK B3aUMOJEHCTBHUS MOJb30BaTeNed C
CHCTEMOM TakuM 00pa3om, 4TOObI B HauOOJBIIEH CTENEHU 3aTPyIHUTh WIH UCKIIOUUTH
BO3MOKHOCTb peaIi3aluy yrpo3 0e30MacHOCTH WM CHU3UTH pa3Mep MOTEPh B CIydae MX
peanu3anym.

[Ipyaumass BO BHHMMaHME Bblllecka3aHHoe Ha KoMOuHaTe  HazHavaeTcs
OTBETCTBEHHBIN COTPYAHMK 1O obecneueHuto Mb, KoTOphIil oCylecTBIsET OpraHUu3aluo



¥ KOOPIMHAINIO pabOT MO KOMIUIEKCHOW 3amuTe HH(OPMAIH, KOHTPOJIb 3 (EKTUBHOCTH
OPUHATHIX Mep no obecrneyennto Wb, oH sBIseTCs TMIaBHBIM JIMIOM, KOHTPOJIUPYIOIIUM
cocrosnue Wb. OtBercTBeHHBI coTpyaHMK 10 oOecneueHuto Kb  npoBoaut
COOTBETCTBYIOIIYIO paboTy no obecrnieuenuto b, myrém npuHsITHS HEOOXOAUMBIX MEp U
aZICKBaTHOT'O PACTIPEEICHUS PECYPCOB.

Kpome Toro, no6sie usmenenus jokanbHou cetu u P KomOuHata AOMKHBI OBITH
MpEeABAPUTEHLHO COTIACOBAHBI C OTBETCTBEHHBIM COTPYAHUKOM 10 obecnieuenuto Ub.

Bcem coTtpyanukamM u moap3oBarensM, wucnons3ytommMm WP KomOunata mnpu
OKOHYaHUHU CpOKa JEWCTBUS UX TPYAOBOIO JIOrOBOpA, KOHTPAKTa WM COTJAlIeHUs
clenyeT BO3BpaTUTh BCE HAXOMSIIMECS y HUX MaTepHalibHble HeHHocTH KomOumHaTa
(xmrounn  OUII, HOYTOYKHM, S>KETOHBI Il BXOJIa/BBIXOJIa, JIMYHBIE YJOCTOBEPEHUS,
JOKYMEHTALIMIO0, COJEpKAIlyl0 KOHPUACHUHAIBbHYI0 HHpOpManuo U T.1.). Takxke
YAQISIOTCS MpaBa JOCTYIA JAHHBIX COTPYIHUKOB K JOKAIBHOU CeTH (yHaJISIIOTCA JaHHBIE
00 y4ETHBIX 3aMHUCSAX KOPIOPATUBHON SJIEKTPOHHOM MOYTHI, IOMEHA U T.1.).

PykoBoactBo KomMOuHaTa [OMKHO pEryisipHO CJIEAUTh 3a OOydyeHueM U
MOBBIILIEHUEM YPOBHS KBaJM(UKAILIMU COTPYIHUKOB B 00s1acTu obecnieuenus 1b.

TexHosorn4eckne Mepsbl 3alUTHI - K JAHHOMY BUJly MEp 3alllUThl PUMEHSIEMBIX
Ha KoMOuHaTe OTHOCSTCS pa3HOrOo poJia TEXHOJOTUYECKHUE pEIICHUs U MPHUEMBI,
OCHOBaHHBIE Ha WCIIOJIb30BAHUU HEKOTOPHIX BHUJOB H30OBITOYHOCTH (CTPYKTYPHOH,
GyHKIIMOHAIBHON, WH(POPMAIIMOHHOW, BPEMEHHOW U T.I.) U HalpaBJCHHBIE Ha
YMEHBIIICHHE BO3MOXKHOCTH COBEPILICHUS COTPYIHUKAMU OIIMOOK U HApYIIEHUN B paMKax
MPEIOCTABICHHBIX MM TpaB W mnosHomouwil. [IpumepomM Takux wmep SBIAIOTCS:
UCIIOJIb30BAaHWE  MPOIEAYp  JBOWHOTO  BBOJAA  OTBETCTBEHHOW  WH(MOpMAIHH,
VHUIMAIW3alMsl OTBETCTBEHHBIX OMNEpalUii TOJIBKO TMPU HAJWYUU  COTJIACOBAHUS
HECKOJIBKUX JIUII, IPOIEAypa MPOBEPKU PEKBU3UTOB UCXOASIINX M BXOSIINX COOOIICHHUIA,
NEepUOINYECcKOe TOJBEeACHUE o0Imero OangaHca BCEX CUETOB, PE3EPBHOE KOMUPOBAHHE
KPUTHYECKH BAKHBIX MACCUBOB JaHHBIX U T.II.

HNHxeHepHO-TeXHUYECKHE Mepbl — 3TH METOJbI, NpuMeHseMmble Ha KomOunarte
OPUEHTHPOBAHbI Ha ONTUMAJIBHOE TOCTPOCHUE 3/1aHUI, COOPYKEHUN, NHKEHEPHBIX CETEH
Y TPAHCIIOPTHBIX KOMMYHHUKAIMH ¢ y4€ToM TpeboBaHUI obecriedeHns nH(GOPMAIHOHHON
0€30MacHOCTH.

K nHXeHepHO-TEXHUYECKUM MepaM OTHOCSTCS:

e o0ecrmeyeHue IEKTPO3aUTH 000PYIOBAHUS U 3JJaHU;

® OJKpaHMPOBAHHE MOMEIICHUM;

e  3aIIMTa IOMELIEHUH OT pa3pyILICHUN;

® ONTHMAJILHOE pa3MENIeHHEe 000PYyI0BaAHUS;

®  ONTUMAJIBHOE pa3MEIICHNE UH)XEHEPHBIX KOMMYHUKAIUN;

® [PUMEHEHHUE CPEJICTB BU3YyaJIbHOU 3aIlIUThHI (BUI€OHAOIIOICHNUE);



e akyctuyeckas 00paboTka MOMEIICHN;
® [IPUMEHEHHE CUCTEM KOHIUIMOHUPOBAHUS;
® [IPUMEHEHHUE CUCTEM IT0KAPOTYLICHUS;

L4 IMPUMCHCHHUC CUCTCM KOHTPOJIA YAAJICHHOT'O JOCTYIIA.

IIporpamMHoO-anmapaTHbie Mepbl - MEphI 3alUThI, TpuMeHsieMble Ha KomOunate
OCHOBaHbl Ha WCIIOJIb30BAaHUM PA3JIHUYHBIX DSJEKTPOHHBIX YCTPOMCTB M CIEUUAIBHBIX
MPOTrpaMM U BBIMOJHSAIONINX (CAMOCTOSITEILHO MJIM B KOMIUIEKCE C IPYTUMH CPEACTBAMM)
GyHKIUY 3aUTHl (MACHTU(PUKALNIO U ayTeHTU(UKALIUIO MOJIb30BaTeNlel, pa3rpaHiueHue
JOCTyIla K pecypcaM, pErucTpaluio COOBITHM, KpuUnTorpaduueckoe 3aKpbITHE
nH(popMaluK, LEHTPATU30BAaHHOE YIPABICHUE AHTHUBUPYCHOW 3aIMTOW U JOCTYIIOM K
WHTEPHET CETSAM U T.1.).

duznyeckne Mepbl - MEphI 3aIUTHI, TpUMeHsieMble Ha KoMOMHaTe OCHOBaHBI Ha
NPUMEHEHUH Pa3IUYHOTO pOJa MEXaHWYECKUX, OJJICKTPOHHBIX WM 3JICKTPOHHO-
MEXaHWYECKUX YCTPOHCTB U COOPYKCHHM, CIICIUATLHO MPEIHA3HAYCHHBIX IS CO3/IaHUs
(GU3NYECKNX TIPENSATCTBHA HA BO3MOXHBIX MYTAX T[POHUKHOBEHUS H JOCTYyIa
MOTEHIIUATLHBIX HAPYIIUTEICH K KOMIIOHEHTaM CUCTEMBI U 3alllUIaeMOoil HHpOpMaIHH, a
TaK)Ke CPEJCTB BH3YaJIbHOTO HAOJIOICHUS, CBSI3U M OXpaHHOW curHaimu3anuu. K nanHomy
TUIy OTHOCATCS TaK)Ke Mephl W CpPEACTBa KOHTPOJIA (U3MYSCKOW IEIOCTHOCTH
KOMITOHEHTOB (IIJTOMOBI, HAKJICHKH U T.I1.).

Mepbl B OTHOUIEHHAIX ¢ BHENIHUMM TOJb30BATEJSIMH - B  CIydasx
MPEAOCTABICHUSI CTOPOHHUM JUIAaM JOCTyn K wuHpopmanuu u aktuBam KomOuHara,
BHMMaHHUE oOpalaercs Ha BCe yCTaHOBJICHHBIC TpeOoBanus b m mpuHMMaroTcs mMepsl
0e30IacHOCTH B OTHOIIEHHSX C BHEITHUMH ToJib3oBaTensMu. [lepen mpemocraBiecHuEM
JIOCTYyIa CTOPOHHUM JIMIIaM K JI0ObIM akThBaM KomOuHaTa y4HTHIBAIOTCS CIEIYIOIIHE
ycaoBus, oTHocsimuecs Kk Mb:

3ammTa akTUBOB, BKIIFOYAIOIIAS:

® MpOIEAYpHl MO 3alUTe aKTUBOB, B ToM uucie uHbpopmarmu u [10, a taxxke

yIpaBJICHUE U3BECTHBIMU YSI3BUMOCTSIMU;

e TMpoleAyphl ompeAciieHHs (akTa KOMIIPOMETAIlMd AaKTUBOB, HaMpUMED,

BCJIE/ICTBHE MMOTEPH WU MOTU(DUKAIINY TAHHBIX;

® IICJIOCTHOCTh AaKTHBOB;

e OrpaHUYCHHUS Ha KOMUPOBAHHE U PACKPHITHE WH(POPMAIINH;

®  OIMCaHHE MPEIOCTABISAEMBIX YCIYT;

®  pa3JIMYHbIC IPEANOCHUIKH, TPEOOBAHUS U BBITOJIbI OT JOCTYIA KIMEHTOB;

e [poleaypa O3HAKOMJICHHMSI C TpaBWIAMH TOJHTUKH  HHPOPMAIMOHHOU

oe3omacnoctu KomOuHara.

CormanieHus no YIpaBJICHUIO JOCTYIIOM, OXBATbIBAIOIIINC!
L4 pa3peu1éHHHe MCTOABbI JOCTYyIId, a TaKXC YIPABJICHUC U HCIOJb30BAHUC
YHUKAJIbHBIX I/I,Z[eHTI/I(l)I/IKaTOPOB M0JIb30BaTEIICH U naponeﬁ;



® [IPOIIECC MPEIOCTABICHS PUBHUIIETHIA U TOJITHOMOYUN Ha JTOCTYII,

e [IPUHIIMII 3aIpeTa JJFO0ro JOCTYIIA, IBHO HEpa3pemIEHHOT0;

® TIpollecC OT3BIBA MPAB JOCTYIIA MOIL30BATENCH HIIM OJIOKUPOBAHKE JTOCTYIIA;

e [poLEayphl OTYETHOCTH, YBEAOMJICHHUS U  pacCCIOBaHUS HWHIUICHTOB
HapymieHus b u BeIsSBICHMS ClTa0BIX 3BEHBEB CHCTEMBI 0€301TaCHOCTH;

e ONKCaHHE KaXJIOTO CEpBHCA, MPESIHA3HAYCHHOTO IS JOCTYIIA;

® TUIAHOBBIH YPOBEHB CEPBHICA U HEJOIYCTUMBIC YPOBHU CEPBUCA;

e [IPaBO MOHUTOPUHTA M OTMCHBI JIOOOW IEATEIHHOCTH, CBA3aHHOW C aKTUBAMHU
KombOuHara;

®  COOTBETCTBYIOIIME 00s3aTenbcTBa KoMOMHATA M BHEIITHETO MTOJTH30BATEIS,

e 00S3aHHOCTH, Kacalolluecs IOPUIMYCCKHX BOIPOCOB M CIOCOOOB OOCCIICUCHUs
COOTBETCTBUS TPEOOBAHMSIM 3aKOHOJATEIHCTBA, HAIPUMEP, 3aKOHOB O 3aIlUTE
JaHHBIX, IPUHUMAsT BO BHUMaHHUE pa3lIMYHbIC HAIMOHAJIbHBIC 3aKOHOIATCIbHBIC
CHUCTEMBI, B Cllydae, €ClIM COTJIANIEHUE BKITIOYACT COTPYAHHYCCTBO C KIMCHTAMHU
3a pyoexoM;

e [IpaBa HAa HHTEUICKTYaJbHYI0 COOCTBEHHOCTh M aBTOPCKHE IIpaBa, a TaKKe
3ammmuTa J1000i COBMECTHON pabOTHI.

TpeboBanuss Wb, oTHOcAmmMecs K COTPYOHUMKaM CTOPOHHHUX OpraHM3alluil,
MOJIYyYalOIIUM JIOCTyll K akTtuBaM KomOuHara, MOryT 3HAYMTENIbHO pa3InyaThCs B
3aBHUCHMOCTH OT KJACCH(PHKAIMM MperocTaBisieMod HWHGPOpMAIMM U CPEIACTB €&
oOpaboTku. [laHHble TpeOoBaHUS 0€30MaCHOCTH MOTYT OBITh OTpPa)XKEHbl B KOHTPAKTE
(moroBope), 3aKIIFOYAEMOM C COTPYIHHUKOM CTOPOHHEHN OpraHu3alnyu, KOTOPBI COAEPHKUT
BCe onpeenéHHble pucku U TpedoBanus U1b.

KOHTpakT cO CTOPOHHMMM OpraHM3alUsSMHU TaKXKE€ MOXKET COAEpKaTb U JpYrue
TpeOoBaHus Oe30macHOCTH. B KOHTpakTe Ha NPEIOCTaBICHHUE JIOCTyNa CTOPOHHEH
OpraHu3aluy, HEOoOXOJMMO YyKa3blBaTh pa3pelieHHe Ha MpPUBICYEHUE JAPYTUX
MIPUEMIIEMBIX CTOPOH, a TAK)KE YCJIOBUSA UX JIOCTYIA U y4acTHsl.

12.PEATUPOBAHHME HA HHIIUJIEHTHI THOOPMAIIMOHHON
BE30OITACHOCTHA

[Ipy BO3HMKHOBeHMM wWHUUJEeHTA Wb COTpyIHHKH [JOJDKHBI JEMCTBOBaTh B
COOTBETCTBUU C «PerimamMeHToM pearupoBaHUsi Ha WHIUJASHTHI WH()OpPMaIMOHHON
0€30MacHOCTH B OTHOIIEHWHW WH(POPMAIMOHHBIX PECYpCOB M KOPIIOPATUBHOW CETHY
Kombunara, kotopsiii npueacH B [lpuioxenun Ne 2 x nacrosieit [lomuruke Ub.

K wuHOMAeHTaM, B YaCTHOCTH, OTHOCSITCSI BUPYCHBIE aTakd, B3JIOM D3JIEKTPOHHOMN
MOYTHl, YHHUYTOXXEHHE WIM HCKaXeHHe WH(pOpManuu, yreuyka KOH(UICHIMATbHON
uHpOpMAIK, B T.4. yTepsS WM Kpaka HOCHTEJeH WHQOpPMAIMH, CPBIB TUIOMOBI
CHCTEMHOT0 0JI0Ka, a TakXke JIo0ble Apyrue HapymeHus: 0€30MacHOCTH, YIPO3bl WK cOon
CeTu.



B o0s3arensHOM mOpsAKe WHXKEHEp MO WHGOPMAIMOHHOW O€30MacHOCTH IPHU
BO3HMKHOBEHMH MHLHKJEHTa b B cilydyan HEBO3MOKHOCTH PEIIUTHh €0 CBOMMHU CHJIAMHU
JOJDKEH 00paTUTCS B COOTBETCTBYIONIHMI OpraHbl coraacHo «PeriiaMeHTy B3auMoIeUCTBUS
MeX1y MUHUCTEPCTBOM IO Pa3BUTHIO UHPOPMAIIMOHHBIX TEXHOJOTHI U KOMMYHUKAIIUN
Pecniybnuku Y30ekucTan U opraHamMy rocyJapCTBEHHOTO U XO3SMCTBEHHOTO YIPaBICHUS
[0 pearupoBaHUIO, PACCIEIOBAHUIO U MPEAOTBPAIICHUIO UHIIMACHTOB WH()POPMAIIMOHHON
6e3omacuoctu» (IIpunoxkenne Nel k mpotokony TexHHYeckoro coBeTa IO BOMpPOCaM
UH(GOPMaIIMOHHO-KOMMYHUKAIIMOHHOM Oe3omacHoctu Pecniybnuku Y36ekuctan ot 17
HOs10pst 2017r. Ne7) ([lanee- PernmameHT B3auMOeHCTBHS).

13. OBECIIEYEHHME BE30OITACHOCTHU KAHAJIOB CBA3U

3a 3amuTy U 6e30macHOCTh KaOelIbHOW CHUCTEMBI B CTPYKTYPHBIX MOJpPa3ACICHUSX
HECeT OTBETCTBEHHbIH COTPYAHHMK, HA3HAYEHHBIH PYKOBOJIUTEIEM CTPYKTYPHOIO
MO/Ipa3IeICHHUS.

3amuTa KaOeJbHOM  CHUCTEMBl  HalpaBi€Ha Ha  CHUXKEHHE  BEPOSTHOCTH
HECAHKIIMOHUPOBAHHOTO JOCTYIAa K MH()OpPMALUU MYTEM TralbBaHUYECKOTO MOJIKIIOYCHHS
K UHQOPMALIMOHHBIM  KaOemssM WM CHATUA UHGPOpMalUU dYepe3 MOOOYHbIE
3JIEKTPOMArHUTHBIE M3JIy4YE€HUs U HABOAKHU Ha Jpyrue kalenu, a Takke Ha oOecredyeHue
3alIUTHl 000PYAOBaHUS OT 3JIEKTPOMArHUTHBIX MOMEX U MEXaHMYECKOI'O MOBPEKICHMS.
Bces kaGenbHas cucteMa A0JKHA ObITh MPOJIOXKEHA B CHEIMATBHBIX 3aIIUTHBIX KOpoOax.

3ammTa OecrpoBOJHBIX KAaHAJIOB CBSA3M JOJDKHA OBITh HAIlpaBlieHA HAa CHU)KEHUE
TaKUX  araKk, KaKk  [OpociylmuBaHue  Tpaduka, OTKa3 B OOCHYXMBaHUH,
HECAaHKIIMOHUPOBAHHOE MOJKIIOYEHHUE.

[Tpu mepenave kKoHGUACHINATHHON MHPOPMAIMH IO KaHAJIAM CBSI3U, BBIXOSIIMMHA
3a MpeeNbl KOHTPOJIUPYEMOU 30HBI, TOJDKHO oOecreynBaThes mudppoBanre HHGOpMaIUu
cepruuumpoBanHbiMi B PecnyOnuke VY30ekuctaH cpeicTBaMu KpUOTOrpaduueckon
3alUThl HH(pOpMAIIH.

I[J'ISI 3aIIUThI JaHHBIX, IICPCAaBACMbIX 110 YKAa3aHHBIM KaHallaM CBs3HU, HCO6XOI[I/IMOZ

e Kabenu OSJCKTPONUTAHUS W JIMHUU CBsi3u, uaymue kK MC, MODKHBI OBITh
mpoBeAeHbl (M0 BO3MOXHOCTH) IO 3€MJICH WM 3allUINEHBbl HaIeKaIIUM
obpa3zom;

e IS 3alIUTHl CETEBBIX KaOelell OT MX HECAHKIIMOHMPOBAHHOTO BCKPBITHS IS
neyield TmepexBaTa JaHHBIX W OT TOBPEKICHHS, HCIOJIB3YIOTCS SKpaHbl WA
Ka0eJIi MPOKJIaIbIBAIOTCS TaK, YTOOBI OHU HE MPOXOIUIN Yepe3 0OIIEAOCTYITHbIC
MecTa;

e Kabenu  SJCKTPONUTAHMS  JO/DKHBI  OBITh  OTHEJCHBI  OT  KaOenei
TEJICKOMMYHHKAIIUH, YTOOBI HCKITFOUUTH TOMEXH;



HE3aJeiCTBOBAaHHBIE Pa3beMbl MH()OPMAIMOHHBIX Kalenel, mpeaHa3HauYeHHBIC
JUI TOJKIIIOYEHUsl pabounX CTAaHIUH, JOJKHBI ObITh ONeYaTaHbl WM 3aKJICEHBI
CIELMAJIbHOM MapKOM I MCKIIOYEHHs] BO3MOXKHOIO HECAHKIMOHHPOBAHHOI'O
HOJKJIIOUYEHHUS HEIITATHBIX TEXHUYECKUX CPEJICTB 00pabOTKU HHPOpMAIHH;
UCIIOJIb30BATh COOTBETCTBYIOIINE CPEICTBA KPUIITOTpaprUECKO 3aIUThI;
YCTaHOBKa KaMep BHJICOHAOIIOJEHUS, C KPYIJIOCYTOUHBIM HaOJIOJIEHUEM 3a
IUTF03aMU MaruCTPaJIbHbIX KaHAJIOB CBA3Y;

WICIIOJIb30BAHME 3AIIUIICHHBIX BOJIOKOHHO-ONTUYECKUX JINHUM CBS3H;

B IIpeAesiax  TEppUTOpPUHA M 3JaHUM  3amedaTblBaHUE  KOMHAT €
pacnpeIenuTeNbHbIMY KapaMu, HAIpUMEp, C CYpryqyHOU MeYaThlo;

Ha OJTaXHBIX KOMMYTAIlMOHHBIX INKa(ax yCTaHOBUTh CHUTHAJIM3ALHUIO C
nepeqayeil CUTHaJIOB Ha pabodee MecTO MOCTa OXpaHsbl.

14. PACITPEJEJIEHUE OTBETCTBEHHOCTH

Hacrosimass  Ilonutuka YCTAaHABJIMUBACT CICAYIOIIHC OCHOBBI PaCIpCACICHUA

OTBETCTBEHHOCTH 3a o0ecreueHne 0e3omacHocTH pecypcoB KomOuHara:

32 BCHO JIEATENBHOCTh 10 OOECNeYeHHI0 O€30MacHOCTH B TOM YHUCIE
WHOOPMAIIMOHHYIO  HECET  OTBETCTBEHHOCTh 3aMECTHTENIb  MpecenaTels
MpaBJIEHUS 110 OE30MaCHOCTH;

3a XpaHEHUE JIOBEPEHHOW COTPYAHUKY uH(popmaimu (B moboM e€ Buue) u
o0ecrieueHre TOJDKHOTO YPOBHS €€ 3allUThl COTPYAHHK HECET MEePCOHATBHYIO
OTBETCTBEHHOCTH;

3a 0€30MacHOCTh pabOUnX CTAHIMM (B T.4. PU3MUECKYIO) HECET OTBETCTBEHHOCTD
COTPYAHHMK, KOTOpPOMY JaHHas paboyass CTaHOMA TPEAOCTABICHA IS
WCIIOJIHEHUS €r0 CIYKEOHBIX 00sS3aHHOCTEN;

3a 0€30MacHOCTh JIOKAJTBHBIX CEPBEPOB W JPYIHX BaXHBIX PECYPCOB C
OTPAaHWYEHHBIM  JIOCTYNOM, (U3WYECKA HAXOASIIMMCA HA  TEPPUTOPUU
KomOunata, HeCyT OTBETCTBEHHOCTh JIMIAa, 32 KEM JaHHOE OOOpyIOBaHHE
3aKpeIIeHO;

3a TENOCTHOCTh KopropaTuBHOM cetu KomOuHata, €€ HOCTYIHOCTh W
KOH(UJCHITMATBHOCTh ~ LNUPKYJIHUPYIOIICH B HEW  mHpoOpManuu, HEcET
OTBETCTBEHHOCTH T'PYIINA MO OOCITYKUBAHHUIO CETEH TMepenayu JaHHBIX CIYKOBbI
UT YAII u Bce corpynuuku KomOunara, B yactu cBoeld paboueit 30HBI (30HBI
JIOCTYTIa);

3a (u3nyecKkyr0 O€30HMacHOCTh M HECAHKIMOHMPOBAHHOE MPOHUKHOBEHHE
MOCTOPOHHUX JHUIl Ha Tepputoputo KomOwHaTa, HECYyT OTBETCTBEHHOCTH
COTPYAHUKH BEJOMCTBEHHON BOCHU3UPOBAHHOW OXPAHBbI;

3a MOXKAPHO-TEXHUYECKYI0 OE€30MaCHOCTh U COXPAaHHOCTh 00OPYAOBAaHUS BHYTPU
Ka)XJ0ro MOMEUIEHUSI HECET OTBETCTBEHHOCTh, HA3HAYEHHBI COOTBETCTBYIOIIUM
npuka3oM cotpyaHuk KomOuHara;



e 3a 0€30MacHOCTh BHEIIHUX WH(OPMAIIMOHHBIX PECYPCOB (CalfTOB, 6a3 JaHHBIX U
T.II.) HECYT OTBETCTBEHHOCTb COTPYJHUKH, 32 KOTOPBIMH D3TH PECYpCHI
3aKpETICHBI, a TAKXKE PYKOBOJAUTEIN COOTBETCTBYIOIIETO MOPAa3AeICHUS.

OTBETCTBEHHOCTh 32 OTACIBHBIE PECYpChl OINpenaesercs B JIOJKHOCTHBIX
(YHKUIMOHABHBIX O00SI3aHHOCTSIX PAOOTHUKOB M JPYrHMX JIOKAJIbHBIX HOPMATUBHBIX
nokymeHnrax Kombunara.

Bﬂaz[eneu pecypca MOXKET YaCTUYIHO WJIM IMOJHOCTBIO MEpcaaBaTb IMOJTHOMOYHUA I10
00eCIIeYCHHIO 3dalIUTBI pCeCypcCa, OAHAKO, OTBCTCTBCHHOCTbL 3a JIAaHHBIN pecypc
IIPOJOJIKACT OCTABATHCA 34 BJIAACIIBLICM.

15.IOPAJOK IEPECMOTPA U AKTYAJIU3AIIUA ITOJIUTUKHU

ITepecmotp Ilonutuku Wb ocymiecTBisercs OJUH pa3 B TOM, a TAKXKE B CIEIYIONIIUX
CJIy4asiX, B YACTHOCTH MPU:

® U3MEHEHMH U YTBEPXKJECHUU HOBBIX HOPMATHUBHO-IIPABOBBIX U HOPMATHUBHO-
TEeXHUYECKUX aKToB, kacatouuxcs Ub;

® U3MEHEHMHM KOHQUTYypaluH, A00aBICHHUS WIM YJAJICHHUS NPOrPaMMHBIX MU
TEXHUYECKUX  CpPeACTB  OOBEKTa,  HE  M3MEHSAIOIUX  TEXHOJIOTHIO
MH(OPMALIMOHHBIX MTPOLIECCOB;

® U3MEHEHMH KOHPUIypallud U HACTPOEK TEXHUYECKHX CpEeACTB 3alUThI
uH(popManuu 00bEKTa;

® U3MEHEHMHM COCTaBa M OOS3aHHOCTEW JOJKHOCTHBIX JIMI] MOJIb30BaTellell U
00CIIy>)KHBAIOILIET0 IIEpCOHAIa 00BEKTa U COTPYIHUKOB, oTBevaromux 3a 1b.

[Tonutuka b mogiexuT MmojaHoMy NEPEeCMOTPY B ClIydyae U3MEHEHUsI TEXHOJIOTMU
MH(POPMAIIMOHHBIX MPOIECCOB MM UCTOIb30BAHUM HOBBIX TEXHUUYECKUX CPEACTB 3aAIIHTHI
uHpopmanuu. IlpoBoaumsie meponpusitus no Wb cremyer peryispHo npoBepsaTh Ha
cootBeTcTBHE HacTosAmen Ilomntuke UB.

Hogas penaxius [onutuku Ub moanexxutr moBropHoMy coriiacoBanuio co Ciryx00ii
rocyaapcTBeHHoi OezomacHocTH PecmyOmuku Y30ekuctaH W MHUHHCTEPCTBOM IO
Pa3BUTHIO HHPOPMALIMOHHBIX TEXHOJIOTUNA U KOMMYHHKaIi PecrryOnmku Y30ekucran.

B ciydae BcTyIieHHs OTAENBHBIX IYHKTOB HacTosme [loauTuKy B TpoTUBOpEYHE €
HOBBIMH 3aKOHOJIaT€JIbHBIMU aKTaMHU PECyOJIuKd B 00JIACTH 3aluThl WHpoOpManuu, a
TaKk)K€ HWHBIMU PYKOBOJSIIMMH M HOPMAaTUBHBIMU JAokymeHTaMu KomOuHarta, naHHbIE
IIYHKTBl YTPAUMBAIOT IOPUIUYECKYIO CHIIY IOCJIE€ BHECEHHUS JOMOJHEHUM M U3MEHEHHM B
[Tonurtuky.



